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Stack-based buffer overflow in asn1_der_decoding in libtasn1 before 4.4 allows remote attackers to have unspecified impar
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Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type

Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System

Operating System

Application

Vendor Product Version Update Edition Language
Canonical Ubuntu Linux 10.04 All All All
Canonical Ubuntu Linux 12.04 All All All
Canonical Ubuntu Linux 14.04 All All All
Canonical Ubuntu Linux 14.10 All All All
Canonical Ubuntu Linux 10.04 All All All
Canonical Ubuntu Linux 12.04 All All All
Canonical Ubuntu Linux 14.04 All All All
Canonical Ubuntu Linux 14.10 All All All
Debian Debian Linux 7.0 All All All
Debian Debian Linux 7.0 All All All
Fedoraproject Fedora 20 All All All
Fedoraproject Fedora 21 All All All
Fedoraproject Fedora 22 All All All
Fedoraproject Fedora 20 All All All
Fedoraproject Fedora 21 All All All
Fedoraproject Fedora 22 All All All
Gnu Libtasn1 All All All All
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References

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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Reference Source Link

USN-2559-1: Libtasn1 vulnerability | Ubuntu UBUNTU www.ubur
Oracle Solaris Bulletin - April 2016 CONFIRM www.orac
Support / Security / Advisories // MDVSA-2015:193 | Mandriva MANDRIVA  www.man
Savannah Git Hosting - libtasn1.git/commit CONFIRM git.savanr
libtASN1 Stack Overflow in asn1_ltostr() May Let Users Deny Service or Execute Arbitrary Code - SecurityTracker SECTRACK www.secL
[SECURITY] Fedora 22 Update: mingw-libtasn1-4.4-1.fc22 FEDORA lists.fedor.
[SECURITY] Fedora 21 Update: libtasn1-4.4-1.fc21 FEDORA lists.fedor.
Debian -- Security Information -- DSA-3220-1 libtasn1-3 DEBIAN www.debi
oss-security - Fw: GNU Libtasn1 4.4 released ( fixes stack overflow in asn1_der_decoding) MLIST Www.oper
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Red Hat Customer Portal REDHAT access.re:
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Gentoo Security GENTOO security.g
[SECURITY] Fedora 21 Update: mingw-gnutls-3.3.14-1.fc21 FEDORA lists.fedor.
Savannah Git Hosting - libtasn1.git/commit git.savanr
CVE Program record CVE.ORG WWW.CVe.
NVD vulnerability detail NVD nvd.nist.gr
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