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Summary

CVE CVE-2015-2808

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2015-04-01 02:00:00 UTC

Updated 2023-09-07 17:15:00 UTC

Description The RC4 algorithm, as used in the TLS protocol and SSL protocol, does not properly combine state data with key data during the initialization phase, which makes it easier for remote attackers to conduct plaintext-recovery attacks against the initial bytes of a stream by sniffing network traffic that occasionally relies on keys affected by the Invariance Weakness, and then using a brute-force approach involving LSB values, aka the "Bar Mitzvah" issue.

Risk And Classification

Problem Types: CWE-327

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Canonical Ubuntu Linux 12.04 All All All

Operating System Canonical Ubuntu Linux 14.04 All All All

Operating System Canonical Ubuntu Linux 15.04 All All All

Operating System Canonical Ubuntu Linux 12.04 All All All

Operating System Canonical Ubuntu Linux 14.04 All All All

Operating System Canonical Ubuntu Linux 15.04 All All All

Operating System Debian Debian Linux 7.0 All All All

Operating System Debian Debian Linux 8.0 All All All

Operating System Debian Debian Linux 7.0 All All All

Operating System Debian Debian Linux 8.0 All All All

Hardware Fujitsu Sparc Enterprise M3000 - All All All

Hardware Fujitsu Sparc Enterprise M3000 - All All All

Operating System Fujitsu Sparc Enterprise M3000 Firmware All All All All

Operating System Fujitsu Sparc Enterprise M3000 Firmware All All All All

Hardware Fujitsu Sparc Enterprise M4000 - All All All

Hardware Fujitsu Sparc Enterprise M4000 - All All All

Operating System Fujitsu Sparc Enterprise M4000 Firmware All All All All
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Operating System Fujitsu Sparc Enterprise M4000 Firmware All All All All

Operating System Fujitsu Sparc Enterprise M4000 Firmware All All All All

Hardware Fujitsu Sparc Enterprise M5000 - All All All

Hardware Fujitsu Sparc Enterprise M5000 - All All All

Operating System Fujitsu Sparc Enterprise M5000 Firmware All All All All

Operating System Fujitsu Sparc Enterprise M5000 Firmware All All All All

Hardware Fujitsu Sparc Enterprise M8000 - All All All

Hardware Fujitsu Sparc Enterprise M8000 - All All All

Operating System Fujitsu Sparc Enterprise M8000 Firmware All All All All

Operating System Fujitsu Sparc Enterprise M8000 Firmware All All All All

Hardware Fujitsu Sparc Enterprise M9000 - All All All

Hardware Fujitsu Sparc Enterprise M9000 - All All All

Operating System Fujitsu Sparc Enterprise M9000 Firmware All All All All

Operating System Fujitsu Sparc Enterprise M9000 Firmware All All All All

Hardware Huawei 9700 - All All All

Hardware Huawei 9700 - All All All

Operating System Huawei 9700 Firmware - All All All

Operating System Huawei 9700 Firmware - All All All

Hardware Huawei E6000 - All All All

Hardware Huawei E6000 - All All All

Operating System Huawei E6000 Firmware - All All All

Operating System Huawei E6000 Firmware - All All All

Hardware Huawei E9000 - All All All

Hardware Huawei E9000 - All All All

Operating System Huawei E9000 Firmware - All All All

Operating System Huawei E9000 Firmware - All All All

Hardware Huawei Oceanstor 18500 - All All All

Hardware Huawei Oceanstor 18500 - All All All

Operating System Huawei Oceanstor 18500 Firmware - All All All

Operating System Huawei Oceanstor 18500 Firmware - All All All

Hardware Huawei Oceanstor 18800 - All All All

Hardware Huawei Oceanstor 18800 - All All All

Hardware Huawei Oceanstor 18800f - All All All

Hardware Huawei Oceanstor 18800f - All All All

Operating System Huawei Oceanstor 18800f Firmware - All All All

Operating System Huawei Oceanstor 18800f Firmware - All All All
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Hardware Huawei Oceanstor 9000 - All All All

Hardware Huawei Oceanstor 9000 - All All All

Operating System Huawei Oceanstor 9000 Firmware - All All All

Operating System Huawei Oceanstor 9000 Firmware - All All All

Hardware Huawei Oceanstor Cse - All All All

Hardware Huawei Oceanstor Cse - All All All

Operating System Huawei Oceanstor Cse Firmware - All All All

Operating System Huawei Oceanstor Cse Firmware - All All All

Hardware Huawei Oceanstor Hvs85t - All All All

Hardware Huawei Oceanstor Hvs85t - All All All

Operating System Huawei Oceanstor Hvs85t Firmware - All All All

Operating System Huawei Oceanstor Hvs85t Firmware - All All All

Application Huawei Oceanstor Replicationdirector v100r003c00 All All All

Application Huawei Oceanstor Replicationdirector v100r003c00 All All All

Hardware Huawei Oceanstor S2600t - All All All

Hardware Huawei Oceanstor S2600t - All All All

Operating System Huawei Oceanstor S2600t Firmware - All All All
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Operating System Huawei Oceanstor S6800t Firmware - All All All

Hardware Huawei Oceanstor Vis6600t - All All All

Hardware Huawei Oceanstor Vis6600t - All All All

Operating System Huawei Oceanstor Vis6600t Firmware - All All All

Operating System Huawei Oceanstor Vis6600t Firmware - All All All

Application Huawei Policy Center v100r003c00 All All All

Application Huawei Policy Center v100r003c10 All All All

Application Huawei Policy Center v100r003c00 All All All

Application Huawei Policy Center v100r003c10 All All All

Hardware Huawei Quidway S9300 - All All All

Hardware Huawei Quidway S9300 - All All All

Operating System Huawei Quidway S9300 Firmware - All All All
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Hardware Huawei S12700 - All All All

Hardware Huawei S12700 - All All All
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Operating System Huawei S2700 Firmware - All All All
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Operating System Huawei S2750 Firmware - All All All

Operating System Huawei S2750 Firmware - All All All

Hardware Huawei S3700 - All All All

Hardware Huawei S3700 - All All All

Operating System Huawei S3700 Firmware - All All All

Operating System Huawei S3700 Firmware - All All All

Hardware Huawei S5700ei - All All All

Hardware Huawei S5700ei - All All All

Operating System Huawei S5700ei Firmware - All All All

Operating System Huawei S5700ei Firmware - All All All

Hardware Huawei S5700hi - All All All

Hardware Huawei S5700hi - All All All

Operating System Huawei S5700hi Firmware - All All All
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