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CVE CVE-2015-2822
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback
Published 2015-04-08 16:59:00 UTC
Updated 2016-11-28 19:21:00 UTC

Description Siemens SIMATIC HMI Comfort Panels before WinCC (TIA Portal) 13 SP1 Upd2 and SIMATIC WinCC Runtime Advanced
i

/ |

Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Siemens Wincc All spi All All

Application Siemens Wincc All sp1 All All

Reference Source Link Tags
cert-portal.siemens.com/productcert/pdf/ssa-487246.pdf CONFIRM cert-portal.siemens.com

Siemens CONFIRM  www.siemens.com Patch, Vendor
Multiple Siemens SIMATIC Products CVE-2015-2822 Denial of Service Vulnerability BID www.securityfocus.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, anal
(| EEEEEN

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

590608 Siemens SIMATIC HMI Devices (Update E) Multiple Vulnerabilities (ICSA-15-099-01E)


https://cve.report/
https://cve.report/CVE-2015-2822/mitre
https://cve.report/CVE-2015-2822/nist
https://cve.report/CVE-2015-2822/cve_org
https://cve.report/CVE-2015-2822.pdf
http://cve.report/vendor/siemens
http://cve.report/software/siemens/wincc
http://cve.report/vendor/siemens
http://cve.report/software/siemens/wincc
https://cert-portal.siemens.com/productcert/pdf/ssa-487246.pdf
http://www.siemens.com/innovation/pool/de/forschungsfelder/siemens_security_advisory_ssa-487246.pdf
http://www.securityfocus.com/bid/74028
https://www.cve.org/CVERecord?id=CVE-2015-2822
https://nvd.nist.gov/vuln/detail/CVE-2015-2822
http://cve.report/qid/590608
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