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Summary

CVE CVE-2015-2913

State PUBLIC

Assigner cert@cert.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2015-12-31 05:59:00 UTC

Updated 2015-12-31 20:40:00 UTC

Description server/network/protocol/http/OHttpSessionManager.java in the Studio component in OrientDB Server Community Edition before 2.0.15 and 2.1.x before 2.1.1 improperly relies on the java.util.Random class for generation of random Session ID values, which makes it easier for remote attackers to predict a value by determining the internal state of the PRNG in this class.

Risk And Classification

Problem Types: CWE-200

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Orientdb Orientdb 2.0.14 All All All

Application Orientdb Orientdb 2.1.0 All All All

Application Orientdb Orientdb 2.0.14 All All All

Application Orientdb Orientdb 2.1.0 All All All

References

Reference Source Link

Vulnerability Note VU#845332 - OrientDB and Studio prior to version 2.1.1 contain multiple vulnerabilities CERT-VN www.kb.cert.org

Adopted SecureRandom to avoid predicable random numbers in session · orientechnologies/orientdb@668ece9 · GitHub CONFIRM github.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

980861 Java (maven) Security Update for com.orientechnologies:orientdb-studio (GHSA-v6wr-fch2-vm5w)
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