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Summary

CVE CVE-2015-2916

State PUBLIC

Assigner cert@cert.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2015-09-21 10:59:00 UTC

Updated 2015-09-30 18:19:00 UTC

Description Cross-site request forgery (CSRF) vulnerability on Securifi Almond devices with firmware before AL1-R201EXP10-L304-W34 and Almond-2015 devices with firmware before AL2-R088M allows remote attackers to hijack the authentication of arbitrary users.

Risk And Classification

Problem Types: CWE-352

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Securifi Almond All All All All

Hardware Securifi Almond All All All All

Hardware Securifi Almond-2015 All All All All

Hardware Securifi Almond-2015 All All All All

Operating System Securifi Almond-2015 Firmware All All All All

Operating System Securifi Almond Firmware All All All All

References

Reference Source Link Tags

Vulnerability Note VU#906576 - Securifi Almond routers contains multiple vulnerabilities CERT-VN www.kb.cert.org Patch, Third Party Advisory, US Government Resource

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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