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CVE CVE-2015-2924
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

/ |

Risk And Classification

Published 2015-11-16 21:59:00 UTC
Updated 2016-12-07 18:10:00 UTC
Description The receive_ra function in rdisc/nm-Indp-rdisc.c in the Neighbor Discovery (ND) protocol implementation in the IPv6 stack it

1|

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product

Application Networkmanager Project Networkmanager

Version

All

Update Edition Language

dev All All

References

Reference

oss-security - Re: CVE Request : IPv6 Hop limit lowering via RA messages
[SECURITY] Fedora 22 Update: NetworkManager-1.0.2-1.fc22
[SECURITY] Fedora 21 Update: NetworkManager-0.9.10.2-5.fc21

Gentoo Security

Oracle Linux Bulletin - October 2015

GNOME NetworkManager 'nm-Indp-rdisc.c' Denial of Service Vulnerability
CVE Program record

NVD vulnerability detail

Source

MLIST

FEDORA

FEDORA

GENTOO

CONFIRM

BID

CVE.ORG

NVD

Link Tags
openwall.com

lists.fedoraproject.org
lists.fedoraproject.org
security.gentoo.org

www.oracle.com
www.securityfocus.com
WWw.cve.org canonical

nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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https://security.gentoo.org/glsa/201509-05
http://www.oracle.com/technetwork/topics/security/linuxbulletinoct2015-2719645.html
http://www.securityfocus.com/bid/76879
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