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CVE CVE-2015-2959
State PUBLIC
Assigner vultures@jpcert.or.jp

Source Priority CVE Program / NVD first with legacy fallback

Published 2015-06-09 00:59:00 UTC
Updated 2016-12-31 02:59:00 UTC
Description Zoho NetFlow Analyzer build 10250 and earlier does not check for administrative authorization, which allows remote attack:

/ |

Risk And Classification

Problem Types: CWE-284

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Zohocorp Manageengine Netflow Analyzer - All All All
Application Zohocorp Manageengine Netflow Analyzer - All All All
Reference

Zoho NetFlow Analyzer Multiple Flaw Let Remote Users Perform Administrative Actions and Conduct Cross-Site Scripting and Cross-Site Rec
Zoho Corporation NetFlow Analyzer CVE-2015-2959 Security Bypass Vulnerability

Vulnerability fix for &#x28;fails to restrict access permissions, cross-site scripting, cross-site request forgery&#x29; over build 10250
JVN#25598413: NetFlow Analyzer fails to restrict access permissions

JVNDB-2015-000075

CVE Program record

NVD vulnerability detail
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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