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Summary

CVE CVE-2015-2984

State PUBLIC

Assigner vultures@jpcert.or.jp

Source Priority CVE Program / NVD first with legacy fallback

Published 2015-08-22 18:59:00 UTC

Updated 2016-11-28 19:22:00 UTC

Description I-O DATA DEVICE WN-G54/R2 routers with firmware before 1.03 and NP-BBRS routers allow remote attackers to cause a denial of service (SSDP reflection) via UPnP requests.

Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Iodata Wn-g54/r2 All All All All

Operating System Iodata Wn-g54/r2 Firmware All All All All

Hardware Iodata Wn-g54/r2 All All All All

Hardware Iodata Wn-g54/r2 All All All All

Operating System Iodata Wn-g54/r2 Firmware All All All All

References

Reference

JVN#17964918: Multiple I-O DATA LAN routers vulnerable in UPnP functionality

JVNDB-2015-000117

無線ルーター「WN-G54/R2」、有線ルーター「NP-BBRS」セキュリティの脆弱性の対処に関するご案内 | IODATA アイ・オー・データ機器

Multiple I-O DATA DEVICE Routers CVE-2015-2984 Remote Denial of Service Vulnerability

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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