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Summary

CVE CVE-2015-3008

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2015-04-10 15:00:00 UTC

Updated 2018-10-09 19:56:00 UTC

Description Asterisk Open Source 1.8 before 1.8.32.3, 11.x before 11.17.1, 12.x before 12.8.2, and 13.x before 13.3.2 and Certified Asterisk 1.8.28 before 1.8.28-cert5, 11.6 before 11.6-cert11, and 13.1 before 13.1-cert2, when registering a SIP TLS device, does not properly handle a null byte in a domain name in the subject's Common Name (CN) field of an X.509 certificate, which allows man-in-the-middle attackers to spoof arbitrary SSL servers via a crafted certificate issued by a legitimate Certification Authority.

Risk And Classification

Problem Types: CWE-310

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Digium Asterisk 1.8.0 All All All

Application Digium Asterisk 1.8.0 beta1 All All

Application Digium Asterisk 1.8.0 beta2 All All

Application Digium Asterisk 1.8.0 beta3 All All

Application Digium Asterisk 1.8.0 beta4 All All

Application Digium Asterisk 1.8.0 beta5 All All

Application Digium Asterisk 1.8.0 rc2 All All

Application Digium Asterisk 1.8.0 rc3 All All

Application Digium Asterisk 1.8.0 rc4 All All

Application Digium Asterisk 1.8.0 rc5 All All

Application Digium Asterisk 1.8.1 All All All

Application Digium Asterisk 1.8.1 rc1 All All

Application Digium Asterisk 1.8.1.1 All All All

Application Digium Asterisk 1.8.1.2 All All All

Application Digium Asterisk 1.8.10.0 All All All

Application Digium Asterisk 1.8.10.0 - All All

Application Digium Asterisk 1.8.10.0 rc1 All All
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Application Digium Asterisk 1.8.10.0 rc1 All All

Application Digium Asterisk 1.8.10.0 rc2 All All

Application Digium Asterisk 1.8.10.0 rc3 All All

Application Digium Asterisk 1.8.10.0 rc4 All All

Application Digium Asterisk 1.8.10.1 All All All

Application Digium Asterisk 1.8.11.0 All All All

Application Digium Asterisk 1.8.11.0 - All All

Application Digium Asterisk 1.8.11.0 patch All All

Application Digium Asterisk 1.8.11.0 rc2 All All

Application Digium Asterisk 1.8.11.0 rc3 All All

Application Digium Asterisk 1.8.11.1 All All All

Application Digium Asterisk 1.8.11.1 - All All

Application Digium Asterisk 1.8.11.1 patch All All

Application Digium Asterisk 1.8.12 All All All

Application Digium Asterisk 1.8.12.0 All All All

Application Digium Asterisk 1.8.12.0 - All All

Application Digium Asterisk 1.8.12.0 rc1 All All

Application Digium Asterisk 1.8.12.0 rc2 All All

Application Digium Asterisk 1.8.12.0 rc3 All All

Application Digium Asterisk 1.8.12.1 All All All

Application Digium Asterisk 1.8.12.2 All All All

Application Digium Asterisk 1.8.13.0 All All All

Application Digium Asterisk 1.8.13.0 rc1 All All

Application Digium Asterisk 1.8.13.0 rc2 All All

Application Digium Asterisk 1.8.13.1 All All All

Application Digium Asterisk 1.8.14.0 - All All

Application Digium Asterisk 1.8.14.0 patch All All

Application Digium Asterisk 1.8.14.0 rc1 All All

Application Digium Asterisk 1.8.14.0 rc2 All All

Application Digium Asterisk 1.8.14.1 All All All

Application Digium Asterisk 1.8.14.1 - All All

Application Digium Asterisk 1.8.14.1 patch All All

Application Digium Asterisk 1.8.15.0 All All All

Application Digium Asterisk 1.8.15.0 - All All

Application Digium Asterisk 1.8.15.0 rc1 All All

Application Digium Asterisk 1.8.15.1 All All All
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Application Digium Asterisk 1.8.16.0 All All All

Application Digium Asterisk 1.8.16.0 - All All

Application Digium Asterisk 1.8.16.0 rc1 All All

Application Digium Asterisk 1.8.16.0 rc2 All All

Application Digium Asterisk 1.8.17.0 All All All

Application Digium Asterisk 1.8.17.0 - All All

Application Digium Asterisk 1.8.17.0 patch All All

Application Digium Asterisk 1.8.17.0 rc1 All All

Application Digium Asterisk 1.8.17.0 rc2 All All

Application Digium Asterisk 1.8.17.0 rc3 All All

Application Digium Asterisk 1.8.18.0 All All All

Application Digium Asterisk 1.8.18.0 - All All

Application Digium Asterisk 1.8.18.0 rc1 All All

Application Digium Asterisk 1.8.18.1 All All All

Application Digium Asterisk 1.8.19.0 All All All

Application Digium Asterisk 1.8.19.0 - All All

Application Digium Asterisk 1.8.19.0 rc1 All All

Application Digium Asterisk 1.8.19.0 rc3 All All

Application Digium Asterisk 1.8.19.1 All All All

Application Digium Asterisk 1.8.2 All All All

Application Digium Asterisk 1.8.2.1 All All All

Application Digium Asterisk 1.8.2.2 All All All

Application Digium Asterisk 1.8.2.3 All All All

Application Digium Asterisk 1.8.2.4 All All All

Application Digium Asterisk 1.8.20.0 - All All

Application Digium Asterisk 1.8.20.0 patch All All

Application Digium Asterisk 1.8.20.0 rc1 All All

Application Digium Asterisk 1.8.20.0 rc2 All All

Application Digium Asterisk 1.8.20.1 - All All

Application Digium Asterisk 1.8.20.1 patch All All

Application Digium Asterisk 1.8.20.2 - All All

Application Digium Asterisk 1.8.20.2 patch All All

Application Digium Asterisk 1.8.21.0 - All All

Application Digium Asterisk 1.8.21.0 rc1 All All

Application Digium Asterisk 1.8.21.0 rc2 All All

Application Digium Asterisk 1.8.22.0 - All All
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Application Digium Asterisk 1.8.22.0 - All All

Application Digium Asterisk 1.8.22.0 rc1 All All

Application Digium Asterisk 1.8.22.0 rc2 All All

Application Digium Asterisk 1.8.23.0 - All All

Application Digium Asterisk 1.8.23.0 patch All All

Application Digium Asterisk 1.8.23.0 rc1 All All

Application Digium Asterisk 1.8.23.0 rc2 All All

Application Digium Asterisk 1.8.23.1 All All All

Application Digium Asterisk 1.8.24.0 - All All

Application Digium Asterisk 1.8.24.0 rc1 All All

Application Digium Asterisk 1.8.24.0 rc2 All All

Application Digium Asterisk 1.8.24.1 All All All

Application Digium Asterisk 1.8.25.0 - All All

Application Digium Asterisk 1.8.25.0 rc1 All All

Application Digium Asterisk 1.8.25.0 rc2 All All

Application Digium Asterisk 1.8.26.0 - All All

Application Digium Asterisk 1.8.26.0 rc1 All All

Application Digium Asterisk 1.8.26.1 All All All

Application Digium Asterisk 1.8.27.0 All All All

Application Digium Asterisk 1.8.27.0 rc1 All All

Application Digium Asterisk 1.8.27.0 rc2 All All

Application Digium Asterisk 1.8.28.0 All All All

Application Digium Asterisk 1.8.28.0 rc1 All All

Application Digium Asterisk 1.8.28.1 All All All

Application Digium Asterisk 1.8.28.2 All All All

Application Digium Asterisk 1.8.3 All All All

Application Digium Asterisk 1.8.3 rc1 All All

Application Digium Asterisk 1.8.3 rc2 All All

Application Digium Asterisk 1.8.3 rc3 All All

Application Digium Asterisk 1.8.3.1 All All All

Application Digium Asterisk 1.8.3.2 All All All

Application Digium Asterisk 1.8.3.3 All All All

Application Digium Asterisk 1.8.32.0 All All All

Application Digium Asterisk 11.0.0 All All All

Application Digium Asterisk 11.0.0 beta1 All All

Application Digium Asterisk 11.0.0 beta2 All All
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Application Digium Asterisk 11.0.0 rc1 All All

Application Digium Asterisk 11.0.0 rc2 All All

Application Digium Asterisk 11.0.1 All All All

Application Digium Asterisk 11.0.2 All All All

Application Digium Asterisk 11.1.0 All All All

Application Digium Asterisk 11.1.0 rc1 All All

Application Digium Asterisk 11.1.0 rc2 All All

Application Digium Asterisk 11.1.0 rc3 All All

Application Digium Asterisk 11.1.1 All All All

Application Digium Asterisk 11.1.2 All All All

Application Digium Asterisk 11.10.0 All All All

Application Digium Asterisk 11.10.0 rc1 All All

Application Digium Asterisk 11.10.1 All All All

Application Digium Asterisk 11.10.1 rc1 All All

Application Digium Asterisk 11.11.0 All All All

Application Digium Asterisk 11.11.0 rc1 All All

Application Digium Asterisk 11.12.0 All All All

Application Digium Asterisk 11.12.0 rc1 All All

Application Digium Asterisk 11.13.0 All All All

Application Digium Asterisk 11.13.0 rc1 All All

Application Digium Asterisk 11.14.0 All All All

Application Digium Asterisk 11.14.0 rc1 All All

Application Digium Asterisk 11.14.0 rc2 All All

Application Digium Asterisk 11.15.0 All All All

Application Digium Asterisk 11.16.0 All All All

Application Digium Asterisk 11.17.0 All All All

Application Digium Asterisk 11.2.0 rc1 All All

Application Digium Asterisk 11.2.0 rc2 All All

Application Digium Asterisk 11.3.0 rc1 All All

Application Digium Asterisk 11.3.0 rc2 All All

Application Digium Asterisk 11.4.0 All All All

Application Digium Asterisk 11.4.0 rc1 All All

Application Digium Asterisk 11.4.0 rc2 All All

Application Digium Asterisk 11.4.0 rc3 All All

Application Digium Asterisk 11.4.0 rc4 All All
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Application Digium Asterisk 11.5.0 All All All

Application Digium Asterisk 11.5.0 rc1 All All

Application Digium Asterisk 11.5.0 rc2 All All

Application Digium Asterisk 11.5.1 All All All

Application Digium Asterisk 11.6.0 All All All

Application Digium Asterisk 11.6.0 rc1 All All

Application Digium Asterisk 11.6.0 rc2 All All

Application Digium Asterisk 11.7.0 All All All

Application Digium Asterisk 11.7.0 rc1 All All

Application Digium Asterisk 11.7.0 rc2 All All

Application Digium Asterisk 11.8.0 - All All

Application Digium Asterisk 11.8.0 rc1 All All

Application Digium Asterisk 11.8.0 rc2 All All

Application Digium Asterisk 11.8.0 rc3 All All

Application Digium Asterisk 11.8.1 All All All

Application Digium Asterisk 11.9.0 All All All

Application Digium Asterisk 11.9.0 rc1 All All

Application Digium Asterisk 11.9.0 rc2 All All

Application Digium Asterisk 11.9.0 rc3 All All

Application Digium Asterisk 12.0.0 All All All

Application Digium Asterisk 12.1.0 - All All

Application Digium Asterisk 12.1.0 rc1 All All

Application Digium Asterisk 12.1.0 rc2 All All

Application Digium Asterisk 12.1.0 rc3 All All

Application Digium Asterisk 12.1.1 All All All

Application Digium Asterisk 12.2.0 All All All

Application Digium Asterisk 12.2.0 rc1 All All

Application Digium Asterisk 12.2.0 rc2 All All

Application Digium Asterisk 12.2.0 rc3 All All

Application Digium Asterisk 12.3.0 All All All

Application Digium Asterisk 12.3.0 rc1 All All

Application Digium Asterisk 12.3.0 rc2 All All

Application Digium Asterisk 12.3.1 All All All

Application Digium Asterisk 12.3.2 All All All

Application Digium Asterisk 12.4.0 All All All

Application Digium Asterisk 12.4.0 rc1 All All
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Application Digium Asterisk 12.4.0 rc1 All All

Application Digium Asterisk 12.5.0 All All All

Application Digium Asterisk 12.5.0 rc1 All All

Application Digium Asterisk 12.6.0 All All All

Application Digium Asterisk 12.6.0 rc1 All All

Application Digium Asterisk 12.7.0 All All All

Application Digium Asterisk 12.7.0 All All All

Application Digium Asterisk 12.7.0 rc1 All All

Application Digium Asterisk 12.7.0 rc2 All All

Application Digium Asterisk 12.7.1 All All All

Application Digium Asterisk 12.8.0 All All All

Application Digium Asterisk 12.8.0 rc1 All All

Application Digium Asterisk 12.8.0 rc2 All All

Application Digium Asterisk 12.8.1 All All All

Application Digium Asterisk 13.0.0 All All All

Application Digium Asterisk 13.0.1 All All All

Application Digium Asterisk 13.1.0 All All All

Application Digium Asterisk 13.1.0 rc1 All All

Application Digium Asterisk 13.1.0 rc2 All All

Application Digium Asterisk 13.2.0 All All All

Application Digium Asterisk 13.2.0 rc1 All All

Application Digium Asterisk 13.3.0 All All All

Application Digium Asterisk 13.3.1 All All All

Application Digium Asterisk 1.8.0 All All All

Application Digium Asterisk 1.8.0 beta1 All All

Application Digium Asterisk 1.8.0 beta2 All All

Application Digium Asterisk 1.8.0 beta3 All All

Application Digium Asterisk 1.8.0 beta4 All All

Application Digium Asterisk 1.8.0 beta5 All All

Application Digium Asterisk 1.8.0 rc2 All All

Application Digium Asterisk 1.8.0 rc3 All All

Application Digium Asterisk 1.8.0 rc4 All All

Application Digium Asterisk 1.8.0 rc5 All All

Application Digium Asterisk 1.8.1 All All All

Application Digium Asterisk 1.8.1 rc1 All All

Application Digium Asterisk 1.8.1.1 All All All
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Application Digium Asterisk 1.8.1.2 All All All

Application Digium Asterisk 1.8.10.0 All All All

Application Digium Asterisk 1.8.10.0 - All All

Application Digium Asterisk 1.8.10.0 rc1 All All

Application Digium Asterisk 1.8.10.0 rc2 All All

Application Digium Asterisk 1.8.10.0 rc3 All All

Application Digium Asterisk 1.8.10.0 rc4 All All

Application Digium Asterisk 1.8.10.1 All All All

Application Digium Asterisk 1.8.11.0 All All All

Application Digium Asterisk 1.8.11.0 - All All

Application Digium Asterisk 1.8.11.0 patch All All

Application Digium Asterisk 1.8.11.0 rc2 All All

Application Digium Asterisk 1.8.11.0 rc3 All All

Application Digium Asterisk 1.8.11.1 All All All

Application Digium Asterisk 1.8.11.1 - All All

Application Digium Asterisk 1.8.11.1 patch All All

Application Digium Asterisk 1.8.12 All All All

Application Digium Asterisk 1.8.12.0 All All All

Application Digium Asterisk 1.8.12.0 - All All

Application Digium Asterisk 1.8.12.0 rc1 All All

Application Digium Asterisk 1.8.12.0 rc2 All All

Application Digium Asterisk 1.8.12.0 rc3 All All

Application Digium Asterisk 1.8.12.1 All All All

Application Digium Asterisk 1.8.12.2 All All All

Application Digium Asterisk 1.8.13.0 All All All

Application Digium Asterisk 1.8.13.0 rc1 All All

Application Digium Asterisk 1.8.13.0 rc2 All All

Application Digium Asterisk 1.8.13.1 All All All

Application Digium Asterisk 1.8.14.0 - All All

Application Digium Asterisk 1.8.14.0 patch All All

Application Digium Asterisk 1.8.14.0 rc1 All All

Application Digium Asterisk 1.8.14.0 rc2 All All

Application Digium Asterisk 1.8.14.1 All All All

Application Digium Asterisk 1.8.14.1 - All All

Application Digium Asterisk 1.8.14.1 patch All All
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Application Digium Asterisk 1.8.15.0 All All All

Application Digium Asterisk 1.8.15.0 - All All

Application Digium Asterisk 1.8.15.0 rc1 All All

Application Digium Asterisk 1.8.15.1 All All All

Application Digium Asterisk 1.8.16.0 All All All

Application Digium Asterisk 1.8.16.0 - All All

Application Digium Asterisk 1.8.16.0 rc1 All All

Application Digium Asterisk 1.8.16.0 rc2 All All

Application Digium Asterisk 1.8.17.0 All All All

Application Digium Asterisk 1.8.17.0 - All All

Application Digium Asterisk 1.8.17.0 patch All All

Application Digium Asterisk 1.8.17.0 rc1 All All

Application Digium Asterisk 1.8.17.0 rc2 All All

Application Digium Asterisk 1.8.17.0 rc3 All All

Application Digium Asterisk 1.8.18.0 All All All

Application Digium Asterisk 1.8.18.0 - All All

Application Digium Asterisk 1.8.18.0 rc1 All All

Application Digium Asterisk 1.8.18.1 All All All

Application Digium Asterisk 1.8.19.0 All All All

Application Digium Asterisk 1.8.19.0 - All All

Application Digium Asterisk 1.8.19.0 rc1 All All

Application Digium Asterisk 1.8.19.0 rc3 All All

Application Digium Asterisk 1.8.19.1 All All All

Application Digium Asterisk 1.8.2 All All All

Application Digium Asterisk 1.8.2.1 All All All

Application Digium Asterisk 1.8.2.2 All All All

Application Digium Asterisk 1.8.2.3 All All All

Application Digium Asterisk 1.8.2.4 All All All

Application Digium Asterisk 1.8.20.0 - All All

Application Digium Asterisk 1.8.20.0 patch All All

Application Digium Asterisk 1.8.20.0 rc1 All All

Application Digium Asterisk 1.8.20.0 rc2 All All

Application Digium Asterisk 1.8.20.1 - All All

Application Digium Asterisk 1.8.20.1 patch All All

Application Digium Asterisk 1.8.20.2 - All All

Application Digium Asterisk 1.8.20.2 patch All All
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Application Digium Asterisk 1.8.20.2 patch All All

Application Digium Asterisk 1.8.21.0 - All All

Application Digium Asterisk 1.8.21.0 rc1 All All

Application Digium Asterisk 1.8.21.0 rc2 All All

Application Digium Asterisk 1.8.22.0 - All All

Application Digium Asterisk 1.8.22.0 rc1 All All

Application Digium Asterisk 1.8.22.0 rc2 All All

Application Digium Asterisk 1.8.23.0 - All All

Application Digium Asterisk 1.8.23.0 patch All All

Application Digium Asterisk 1.8.23.0 rc1 All All

Application Digium Asterisk 1.8.23.0 rc2 All All

Application Digium Asterisk 1.8.23.1 All All All

Application Digium Asterisk 1.8.24.0 - All All

Application Digium Asterisk 1.8.24.0 rc1 All All

Application Digium Asterisk 1.8.24.0 rc2 All All

Application Digium Asterisk 1.8.24.1 All All All

Application Digium Asterisk 1.8.25.0 - All All

Application Digium Asterisk 1.8.25.0 rc1 All All

Application Digium Asterisk 1.8.25.0 rc2 All All

Application Digium Asterisk 1.8.26.0 - All All

Application Digium Asterisk 1.8.26.0 rc1 All All

Application Digium Asterisk 1.8.26.1 All All All

Application Digium Asterisk 1.8.27.0 All All All

Application Digium Asterisk 1.8.27.0 rc1 All All

Application Digium Asterisk 1.8.27.0 rc2 All All

Application Digium Asterisk 1.8.28.0 All All All

Application Digium Asterisk 1.8.28.0 rc1 All All

Application Digium Asterisk 1.8.28.1 All All All

Application Digium Asterisk 1.8.28.2 All All All

Application Digium Asterisk 1.8.3 All All All

Application Digium Asterisk 1.8.3 rc1 All All

Application Digium Asterisk 1.8.3 rc2 All All

Application Digium Asterisk 1.8.3 rc3 All All

Application Digium Asterisk 1.8.3.1 All All All

Application Digium Asterisk 1.8.3.2 All All All

Application Digium Asterisk 1.8.3.3 All All All
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Application Digium Asterisk 1.8.32.0 All All All

Application Digium Asterisk 11.0.0 All All All

Application Digium Asterisk 11.0.0 beta1 All All

Application Digium Asterisk 11.0.0 beta2 All All

Application Digium Asterisk 11.0.0 rc1 All All

Application Digium Asterisk 11.0.0 rc2 All All

Application Digium Asterisk 11.0.1 All All All

Application Digium Asterisk 11.0.2 All All All

Application Digium Asterisk 11.1.0 All All All

Application Digium Asterisk 11.1.0 rc1 All All

Application Digium Asterisk 11.1.0 rc2 All All

Application Digium Asterisk 11.1.0 rc3 All All

Application Digium Asterisk 11.1.1 All All All

Application Digium Asterisk 11.1.2 All All All

Application Digium Asterisk 11.10.0 All All All

Application Digium Asterisk 11.10.0 rc1 All All

Application Digium Asterisk 11.10.1 All All All

Application Digium Asterisk 11.10.1 rc1 All All

Application Digium Asterisk 11.11.0 All All All

Application Digium Asterisk 11.11.0 rc1 All All

Application Digium Asterisk 11.12.0 All All All

Application Digium Asterisk 11.12.0 rc1 All All

Application Digium Asterisk 11.13.0 All All All

Application Digium Asterisk 11.13.0 rc1 All All

Application Digium Asterisk 11.14.0 All All All

Application Digium Asterisk 11.14.0 rc1 All All

Application Digium Asterisk 11.14.0 rc2 All All

Application Digium Asterisk 11.15.0 All All All

Application Digium Asterisk 11.16.0 All All All

Application Digium Asterisk 11.17.0 All All All

Application Digium Asterisk 11.2.0 rc1 All All

Application Digium Asterisk 11.2.0 rc2 All All

Application Digium Asterisk 11.3.0 rc1 All All

Application Digium Asterisk 11.3.0 rc2 All All

Application Digium Asterisk 11.4.0 All All All
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Application Digium Asterisk 11.4.0 rc1 All All

Application Digium Asterisk 11.4.0 rc2 All All

Application Digium Asterisk 11.4.0 rc3 All All

Application Digium Asterisk 11.4.0 rc4 All All

Application Digium Asterisk 11.5.0 All All All

Application Digium Asterisk 11.5.0 rc1 All All

Application Digium Asterisk 11.5.0 rc2 All All

Application Digium Asterisk 11.5.1 All All All

Application Digium Asterisk 11.6.0 All All All

Application Digium Asterisk 11.6.0 rc1 All All

Application Digium Asterisk 11.6.0 rc2 All All

Application Digium Asterisk 11.7.0 All All All

Application Digium Asterisk 11.7.0 rc1 All All

Application Digium Asterisk 11.7.0 rc2 All All

Application Digium Asterisk 11.8.0 - All All

Application Digium Asterisk 11.8.0 rc1 All All

Application Digium Asterisk 11.8.0 rc2 All All

Application Digium Asterisk 11.8.0 rc3 All All

Application Digium Asterisk 11.8.1 All All All

Application Digium Asterisk 11.9.0 All All All

Application Digium Asterisk 11.9.0 rc1 All All

Application Digium Asterisk 11.9.0 rc2 All All

Application Digium Asterisk 11.9.0 rc3 All All

Application Digium Asterisk 12.0.0 All All All

Application Digium Asterisk 12.1.0 - All All

Application Digium Asterisk 12.1.0 rc1 All All

Application Digium Asterisk 12.1.0 rc2 All All

Application Digium Asterisk 12.1.0 rc3 All All

Application Digium Asterisk 12.1.1 All All All

Application Digium Asterisk 12.2.0 All All All

Application Digium Asterisk 12.2.0 rc1 All All

Application Digium Asterisk 12.2.0 rc2 All All

Application Digium Asterisk 12.2.0 rc3 All All

Application Digium Asterisk 12.3.0 All All All

Application Digium Asterisk 12.3.0 rc1 All All

Application Digium Asterisk 12.3.0 rc2 All All
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Application Digium Asterisk 12.3.0 rc2 All All

Application Digium Asterisk 12.3.1 All All All

Application Digium Asterisk 12.3.2 All All All

Application Digium Asterisk 12.4.0 All All All

Application Digium Asterisk 12.4.0 rc1 All All

Application Digium Asterisk 12.5.0 All All All

Application Digium Asterisk 12.5.0 rc1 All All

Application Digium Asterisk 12.6.0 All All All

Application Digium Asterisk 12.6.0 rc1 All All

Application Digium Asterisk 12.7.0 All All All

Application Digium Asterisk 12.7.0 All All All

Application Digium Asterisk 12.7.0 rc1 All All

Application Digium Asterisk 12.7.0 rc2 All All

Application Digium Asterisk 12.7.1 All All All

Application Digium Asterisk 12.8.0 All All All

Application Digium Asterisk 12.8.0 rc1 All All

Application Digium Asterisk 12.8.0 rc2 All All

Application Digium Asterisk 12.8.1 All All All

Application Digium Asterisk 13.0.0 All All All

Application Digium Asterisk 13.0.1 All All All

Application Digium Asterisk 13.1.0 All All All

Application Digium Asterisk 13.1.0 rc1 All All

Application Digium Asterisk 13.1.0 rc2 All All

Application Digium Asterisk 13.2.0 All All All

Application Digium Asterisk 13.2.0 rc1 All All

Application Digium Asterisk 13.3.0 All All All

Application Digium Asterisk 13.3.1 All All All

Application Digium Certified Asterisk 1.8.0.0 - All All

Application Digium Certified Asterisk 1.8.0.0 beta1 All All

Application Digium Certified Asterisk 1.8.0.0 beta2 All All

Application Digium Certified Asterisk 1.8.0.0 beta3 All All

Application Digium Certified Asterisk 1.8.0.0 beta4 All All

Application Digium Certified Asterisk 1.8.0.0 beta5 All All

Application Digium Certified Asterisk 1.8.0.0 rc1 All All

Application Digium Certified Asterisk 1.8.0.0 rc2 All All

Application Digium Certified Asterisk 1.8.0.0 rc3 All All
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Application Digium Certified Asterisk 1.8.0.0 rc4 All All

Application Digium Certified Asterisk 1.8.0.0 rc5 All All

Application Digium Certified Asterisk 1.8.1.0 - All All

Application Digium Certified Asterisk 1.8.1.0 rc1 All All

Application Digium Certified Asterisk 1.8.10.0 - All All

Application Digium Certified Asterisk 1.8.10.0 rc1 All All

Application Digium Certified Asterisk 1.8.10.0 rc2 All All

Application Digium Certified Asterisk 1.8.10.0 rc3 All All

Application Digium Certified Asterisk 1.8.10.0 rc4 All All

Application Digium Certified Asterisk 1.8.11 cert All All

Application Digium Certified Asterisk 1.8.11 cert1 All All

Application Digium Certified Asterisk 1.8.11 cert10 All All

Application Digium Certified Asterisk 1.8.11 cert2 All All

Application Digium Certified Asterisk 1.8.11 cert3 All All

Application Digium Certified Asterisk 1.8.11 cert4 All All

Application Digium Certified Asterisk 1.8.11 cert5 All All

Application Digium Certified Asterisk 1.8.11 cert6 All All

Application Digium Certified Asterisk 1.8.11 cert7 All All

Application Digium Certified Asterisk 1.8.11 cert8 All All

Application Digium Certified Asterisk 1.8.11 cert9 All All

Application Digium Certified Asterisk 1.8.11.0 - All All

Application Digium Certified Asterisk 1.8.11.0 rc1 All All

Application Digium Certified Asterisk 1.8.11.0 rc2 All All

Application Digium Certified Asterisk 1.8.11.0 rc3 All All

Application Digium Certified Asterisk 1.8.12.0 - All All

Application Digium Certified Asterisk 1.8.12.0 rc1 All All

Application Digium Certified Asterisk 1.8.12.0 rc2 All All

Application Digium Certified Asterisk 1.8.12.0 rc3 All All

Application Digium Certified Asterisk 1.8.13.0 - All All

Application Digium Certified Asterisk 1.8.13.0 rc1 All All

Application Digium Certified Asterisk 1.8.13.0 rc2 All All

Application Digium Certified Asterisk 1.8.14.0 rc1 All All

Application Digium Certified Asterisk 1.8.14.0 rc2 All All

Application Digium Certified Asterisk 1.8.15 - All All

Application Digium Certified Asterisk 1.8.15 cert1 All All
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Application Digium Certified Asterisk 1.8.15 cert1_rc1 All All

Application Digium Certified Asterisk 1.8.15 cert1_rc2 All All

Application Digium Certified Asterisk 1.8.15 cert1_rc3 All All

Application Digium Certified Asterisk 1.8.15 cert2 All All

Application Digium Certified Asterisk 1.8.15 cert3 All All

Application Digium Certified Asterisk 1.8.15 cert4 All All

Application Digium Certified Asterisk 1.8.15 cert5 All All

Application Digium Certified Asterisk 1.8.15 cert6 All All

Application Digium Certified Asterisk 1.8.2.0 - All All

Application Digium Certified Asterisk 1.8.2.0 rc1 All All

Application Digium Certified Asterisk 1.8.28 cert1 All All

Application Digium Certified Asterisk 1.8.28 cert2 All All

Application Digium Certified Asterisk 1.8.28 cert3 All All

Application Digium Certified Asterisk 1.8.28 cert4 All All

Application Digium Certified Asterisk 1.8.28.0 All All All

Application Digium Certified Asterisk 1.8.3.0 - All All

Application Digium Certified Asterisk 1.8.3.0 rc1 All All

Application Digium Certified Asterisk 1.8.3.0 rc2 All All

Application Digium Certified Asterisk 1.8.3.0 rc3 All All

Application Digium Certified Asterisk 1.8.4.0 - All All

Application Digium Certified Asterisk 1.8.4.0 rc1 All All

Application Digium Certified Asterisk 1.8.4.0 rc2 All All

Application Digium Certified Asterisk 1.8.4.0 rc3 All All

Application Digium Certified Asterisk 1.8.5.0 - All All

Application Digium Certified Asterisk 1.8.5.0 rc1 All All

Application Digium Certified Asterisk 1.8.6.0 - All All

Application Digium Certified Asterisk 1.8.6.0 rc1 All All

Application Digium Certified Asterisk 1.8.6.0 rc2 All All

Application Digium Certified Asterisk 1.8.6.0 rc3 All All

Application Digium Certified Asterisk 1.8.7.0 - All All

Application Digium Certified Asterisk 1.8.7.0 rc1 All All

Application Digium Certified Asterisk 1.8.7.0 rc2 All All

Application Digium Certified Asterisk 1.8.8.0 - All All

Application Digium Certified Asterisk 1.8.8.0 rc1 All All

Application Digium Certified Asterisk 1.8.8.0 rc2 All All

Application Digium Certified Asterisk 1.8.8.0 rc3 All All
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Application Digium Certified Asterisk 1.8.8.0 rc3 All All

Application Digium Certified Asterisk 1.8.8.0 rc4 All All

Application Digium Certified Asterisk 1.8.8.0 rc5 All All

Application Digium Certified Asterisk 1.8.9.0 - All All

Application Digium Certified Asterisk 1.8.9.0 rc1 All All

Application Digium Certified Asterisk 1.8.9.0 rc2 All All

Application Digium Certified Asterisk 1.8.9.0 rc3 All All

Application Digium Certified Asterisk 11.6 cert1 All All

Application Digium Certified Asterisk 11.6 cert1 All All

Application Digium Certified Asterisk 11.6 cert10 All All

Application Digium Certified Asterisk 11.6 cert1_rc1 All All

Application Digium Certified Asterisk 11.6 cert1_rc2 All All

Application Digium Certified Asterisk 11.6 cert2 All All

Application Digium Certified Asterisk 11.6 cert2 All All

Application Digium Certified Asterisk 11.6 cert3 All All

Application Digium Certified Asterisk 11.6 cert3 All All

Application Digium Certified Asterisk 11.6 cert4 All All

Application Digium Certified Asterisk 11.6 cert5 All All

Application Digium Certified Asterisk 11.6 cert6 All All

Application Digium Certified Asterisk 11.6 cert7 All All

Application Digium Certified Asterisk 11.6 cert8 All All

Application Digium Certified Asterisk 11.6 cert9 All All

Application Digium Certified Asterisk 11.6.0 All All All

Application Digium Certified Asterisk 11.6.0 - All All

Application Digium Certified Asterisk 11.6.0 rc1 All All

Application Digium Certified Asterisk 11.6.0 rc2 All All

Application Digium Certified Asterisk 13.1 cert1 All All

Application Digium Certified Asterisk 1.8.0.0 - All All

Application Digium Certified Asterisk 1.8.0.0 beta1 All All

Application Digium Certified Asterisk 1.8.0.0 beta2 All All

Application Digium Certified Asterisk 1.8.0.0 beta3 All All

Application Digium Certified Asterisk 1.8.0.0 beta4 All All

Application Digium Certified Asterisk 1.8.0.0 beta5 All All

Application Digium Certified Asterisk 1.8.0.0 rc1 All All

Application Digium Certified Asterisk 1.8.0.0 rc2 All All

Application Digium Certified Asterisk 1.8.0.0 rc3 All All
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Application Digium Certified Asterisk 11.6 cert1_rc2 All All
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Application Digium Certified Asterisk 11.6.0 rc2 All All

Application Digium Certified Asterisk 13.1 cert1 All All
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[SECURITY] Fedora 22 Update: asterisk-13.3.2-1.fc22

Full Disclosure: AST-2015-003: TLS Certificate Common name NULL byte exploit

Debian -- Security Information -- DSA-3700-1 asterisk

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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