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CVE Program / NVD first with legacy fallback
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ceph-deploy before 1.5.23 uses weak permissions (644) for ceph/ceph.client.admin.keyring, which allows local users to obt

Risk And Classification

1|

Problem Types: CWE-200

NVD Known Affected Configurations (CPE 2.3)

Type
Application

Application

Vendor Product Version Update Edition
Ceph Ceph-deploy 1.5.22 All All All
Ceph Ceph-deploy 1.5.22 All All All

Language

References

Reference Source
[SECURITY] Fedora 21 Update: ceph-deploy-1.5.23-1.fc21 FEDORA
oss-security - Re: CVE Request for ceph-deploy world-readable keyring permissions MLIST
rhn.redhat.com | Red Hat Support REDHAT
Fix: keyring permissions where world readable by codenrhoden - Pull Request #272 - ceph/ceph-deploy - GitHub ~ CONFIRM
oss-security - CVE Request for ceph-deploy world-readable keyring permissions MLIST
[SECURITY] Fedora 22 Update: ceph-deploy-1.5.23-1.fc22 FEDORA
ceph-deploy CVE-2015-3010 Insecure File Permissions Vulnerability BID

Bug 920926 — VUL-0: CVE-2015-3010: ceph-deploy: keyring permissions are world readable in ~ceph CONFIRM
Merge pull request #272 from trhoden/wip_key_perms - ceph/ceph-deploy@eee5677 - GitHub CONFIRM
CVE Program record CVE.ORG
NVD vulnerability detail NVD
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https://cve.report/
https://cve.report/CVE-2015-3010/mitre
https://cve.report/CVE-2015-3010/nist
https://cve.report/CVE-2015-3010/cve_org
https://cve.report/CVE-2015-3010.pdf
http://cve.report/vendor/ceph
http://cve.report/software/ceph/ceph-deploy
http://cve.report/vendor/ceph
http://cve.report/software/ceph/ceph-deploy
http://lists.fedoraproject.org/pipermail/package-announce/2015-April/155631.html
http://www.openwall.com/lists/oss-security/2015/04/09/11
http://rhn.redhat.com/errata/RHSA-2015-1092.html
https://github.com/ceph/ceph-deploy/pull/272
http://www.openwall.com/lists/oss-security/2015/04/09/9
http://lists.fedoraproject.org/pipermail/package-announce/2015-April/155576.html
http://www.securityfocus.com/bid/74043
https://bugzilla.suse.com/show_bug.cgi?id=920926
https://github.com/ceph/ceph-deploy/commit/eee56770393bf19ed2dd5389226c6190c08dee3f
https://www.cve.org/CVERecord?id=CVE-2015-3010
https://nvd.nist.gov/vuln/detail/CVE-2015-3010

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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