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CVE CVE-2015-3012
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2015-05-08 14:59:00 UTC
Updated 2019-02-11 19:39:00 UTC
Description Multiple cross-site scripting (XSS) vulnerabilities in WebODF before 0.5.5, as used in ownCloud, allow remote attackers to i

/ |

1|

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Debian Debian Linux 7.0 All All All

Operating System Debian Debian Linux 7.0 All All All

Application Kogmbh Webodf All All All All

Application Owncloud Owncloud - All All All

Application Owncloud Owncloud - All All All

Reference Source Lir
Prevent hyperlink handler for potential dangerous URIs by LukasReschke - Pull Request #850 - kogmbh/WebODF - GitHub ~ CONFIRM  gitl
Sanitize dojo components by LukasReschke - Pull Request #849 - kogmbh/WebODF - GitHub CONFIRM il
Debian -- Security Information -- DSA-3244-1 owncloud DEBIAN WW
WebODF/ChangelLog.md at master - kogmbh/WebODF - GitHub CONFIRM il
Advisory | ownCloud.org CONFIRM  ow
ownCloud Multiple HTML Injection Vulnerabilities BID WW
CVE Program record CVE.ORG ww
NVD vulnerability detail NVD nve
‘ |
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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