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Use-after-free vulnerability in Adobe Flash Player before 13.0.0.292 and 14.x through 18.x before 18.0.0.160 on Windows ¢

Risk And Classification
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Problem Types: NVD-CWE-Other | CWE-416
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Application Adobe Flash Player 16.0.0.287 All All All
Application Adobe Flash Player 16.0.0.296 All All All
Application Adobe Flash Player 17.0.0.134 All All All
Application Adobe Flash Player 17.0.0.169 All All All
Application Adobe Flash Player 17.0.0.188 All All All
Application Adobe Flash Player 14.0.0.125 All All All
Application Adobe Flash Player 14.0.0.145 All All All
Application Adobe Flash Player 14.0.0.176 All All All
Application Adobe Flash Player 14.0.0.179 All All All
Application Adobe Flash Player 15.0.0.152 All All All
Application Adobe Flash Player 15.0.0.167 All All All
Application Adobe Flash Player 15.0.0.189 All All All
Application Adobe Flash Player 15.0.0.223 All All All
Application Adobe Flash Player 15.0.0.239 All All All
Application Adobe Flash Player 15.0.0.246 All All All
Application Adobe Flash Player 16.0.0.235 All All All
Application Adobe Flash Player 16.0.0.257 All All All
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Operating System Apple Mac Os X - All All All
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Operating System Google Android All All All All
Operating System Linux Linux Kernel - All All All
Operating System Linux Linux Kernel - All All All
Operating System Microsoft Windows - All All All
Operating System Microsoft Windows - All All All
Operating System Opensuse Evergreen 11.4 All All All
Operating System Opensuse Evergreen 11.4 All All All
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Reference

Red Hat Customer Portal

Adobe Flash - NetConnection.connect Use-After-Free - Multiple dos Exploit
[security-announce] openSUSE-SU-2015:1781-1: critical: Security update f

Adobe Flash Player: Multiple vulnerabilities (GLSA 201506-01) — Gentoo security
Adobe Security Bulletin

Gentoo Security

[security-announce] openSUSE-SU-2015:1061-1: important: Security update
[security-announce] openSUSE-SU-2015:1047-1: important: Security update

Adobe Flash Player and AIR Multiple Unspecified Remote Code Execution Vulnerabilities
[security-announce] SUSE-SU-2015:1043-1: important: Security update for

Adobe Flash Player Multiple Bugs Let Remote Users Bypass ASLR, Obtain Potentially Sensitive Information, and Execute Arbitrary Code - Se
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.
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