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CVE CVE-2015-3113
State PUBLIC
Assigner psirt@adobe.com

Source Priority CVE Program / NVD first with legacy fallback
Published 2015-06-23 21:59:00 UTC
Updated 2017-11-08 02:29:00 UTC

Description Heap-based buffer overflow in Adobe Flash Player before 13.0.0.296 and 14.x through 18.x before 18.0.0.194 on Windows

/ |

Risk And Classification

EPSS: 0.924200000 probability, percentile 0.997290000 (date 2026-04-14)
CISA KEV: Listed on 2022-04-13; due 2022-05-04; ransomware use Unknown
Problem Types: CWE-119

CISA Known Exploited Vulnerability

Vendor Adobe

Product Flash Player

Name Adobe Flash Player Heap-Based Buffer Overflow Vulnerability

Required Action The impacted product is end-of-life and should be disconnected if still in use.
Notes https://nvd.nist.gov/vuln/detail/CVE-2015-3113

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Adobe Flash Player 14.0.0.125 All All All
Application Adobe Flash Player 14.0.0.145 All All All
Application Adobe Flash Player 14.0.0.176 All All All
Application Adobe Flash Player 14.0.0.179 All All All
Application Adobe Flash Player 15.0.0.152 All All All
Application Adobe Flash Player 15.0.0.167 All All All
Application Adobe Flash Player 15.0.0.189 All All All
Application Adobe Flash Plaver 15.0.0.223 All All All
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1 Operating System Microsoft Windows - All

All All
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1235036 — (CVE-2015-3113) CVE-2015-3113 flash-plugin: code execution issue fixed in APSB15-14
Gentoo Security

Document Display | HPE Support Center
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Bug 935701 — VUL-0: CVE-2015-3113: flash-player: 11.2.202.468 release

Adobe Flash Player CVE-2015-3113 Unspecified Heap Buffer Overflow Vulnerability

Adobe Security Bulletin
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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