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CVE CVE-2015-3151
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-01-14 18:15:00 UTC
Updated 2023-02-13 00:47:00 UTC
Description Directory traversal vulnerability in abrt-dbus in Automatic Bug Reporting Tool (ABRT) allows local users to read, write to,

Risk And Classification

Problem Types: CWE-22

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Redhat Automatic Bug Reporting Tool - All All All
Application Redhat Automatic Bug Reporting Tool - All All All
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Reference Source

bus: report invalid element names - abrt/abrt@f3c2a6a - GitHub CONFIRM

214451 — (CVE-2015-3151) CVE-2015-3151 abrt: directory traversals in several D-Bus methods implemented by abrt-dbus  MISC

lib: add a function checking file names - abrt/libreport@54ecf8d - GitHub CONFIRM

aemon: use libreport's function checking file name - abrt/abrt@c796¢76 - GitHub CONFIRM

214451 — (CVE-2015-3151) CVE-2015-3151 abrt: directory traversals in several D-Bus methods implemented by abrt-dbus  MISC

Red Hat Customer Portal MISC
access.redhat.com | CVE-2015-3151 MISC
dd: harden functions against directory traversal issues - abrt/libreport@239c4f7 - GitHub CONFIRM
dbus: validate parameters of all calls - abrt/abrt@7a47f57 - GitHub CONFIRM
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https://cve.report/
https://cve.report/CVE-2015-3151/mitre
https://cve.report/CVE-2015-3151/nist
https://cve.report/CVE-2015-3151/cve_org
https://cve.report/CVE-2015-3151.pdf
http://cve.report/vendor/redhat
http://cve.report/software/redhat/automatic_bug_reporting_tool
http://cve.report/vendor/redhat
http://cve.report/software/redhat/automatic_bug_reporting_tool
https://github.com/abrt/abrt/commit/f3c2a6af3455b2882e28570e8a04f1c2d4500d5b
https://bugzilla.redhat.com/show_bug.cgi?id=1214451
https://github.com/abrt/libreport/commit/54ecf8d017580b495d6501e53ca54e453a73a364
https://github.com/abrt/abrt/commit/c796c76341ee846cfb897ed645bac211d7d0a932
https://bugzilla.redhat.com/show_bug.cgi?id=CVE-2015-3151
https://access.redhat.com/errata/RHSA-2015:1083
https://access.redhat.com/security/cve/CVE-2015-3151
https://github.com/abrt/libreport/commit/239c4f7d1f47265526b39ad70106767d00805277
https://github.com/abrt/abrt/commit/7a47f57975be0d285a2f20758e4572dca6d9cdd3
https://www.cve.org/CVERecord?id=CVE-2015-3151
https://nvd.nist.gov/vuln/detail/CVE-2015-3151

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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