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Certain versions of Foreman from Theforeman contain the following
vulnerability:

Foreman before 1.8.1 does not set the secure flag for the _session_id
cookie in an https session, which makes it easier for remote attackers
to capture this cookie by intercepting its transmission within an http
session.

CVSS2 Score: 5 - MEDIUM
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CVE References

Description Tags Link

Red Hat Customer Portal access.redhat.com

text/html

 REDHAT RHSA-2015:1592

Bug 1216035 – CVE-2015-3155 foreman: the _session_id cookie
is issued without the Secure flag

bugzilla.redhat.com

text/html

 CONFIRM
bugzilla.redhat.com/show_bug.cgi?
id=1216035

Google Grupper groups.google.com

text/html

 MISC
groups.google.com/forum/#%21topic/foreman-
announce/QPtN0h04jdo

Bug #10275: CVE-2015-3155 - The _session_id cookie is issued
without the Secure flag - Foreman

Vendor Advisory

projects.theforeman.org

text/html

 CONFIRM
projects.theforeman.org/issues/10275

Red Hat Customer Portal access.redhat.com

text/html

 REDHAT RHSA-2015:1591

CVE-2015-3155 has been assigned by  secalert@redhat.com to track the vulnerability
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https://cve.report/
https://cve.report/CVE-2015-3155/mitre
https://cve.report/CVE-2015-3155/nist
https://cve.report/CVE-2015-3155/cve_org
https://cve.report/CVE-2015-3155.pdf
http://cve.report/software/theforeman/foreman
http://cve.report/vendor/theforeman
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
https://access.redhat.com/errata/RHSA-2015:1592
https://bugzilla.redhat.com/show_bug.cgi?id=1216035
https://groups.google.com/forum/#%2521topic/foreman-announce/QPtN0h04jdo
http://projects.theforeman.org/issues/10275
https://access.redhat.com/errata/RHSA-2015:1591


← Previous ID Next ID→

text/html

Fixes #10275 -Use secure cookies when SSL by shlomizadok ·
Pull Request #2328 · theforeman/foreman · GitHub

Patch

github.com

text/html

 CONFIRM
github.com/theforeman/foreman/pull/2328

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language

Application Theforeman Foreman All All All All

No vendor comments have been submitted for this CVE
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