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Summary

CVE CVE-2015-3156

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-08-11 21:29:00 UTC

Updated 2017-08-25 14:53:00 UTC

Description The _write_config function in trove/guestagent/datastore/experimental/mongodb/service.py, reset_configuration function in trove/guestagent/datastore/experimental/postgresql/service/config.py, write_config function in trove/guestagent/datastore/experimental/redis/service.py, _write_mycnf function in trove/guestagent/datastore/mysql/service.py, InnoBackupEx::_run_prepare function in trove/guestagent/strategies/restore/mysql_impl.py, InnoBackupEx::cmd function in trove/guestagent/strategies/backup/mysql_impl.py, MySQLDump::cmd in trove/guestagent/strategies/backup/mysql_impl.py, InnoBackupExIncremental::cmd function in trove/guestagent/strategies/backup/mysql_impl.py, _get_actual_db_status function in trove/guestagent/datastore/experimental/cassandra/system.py and trove/guestagent/datastore/experimental/cassandra/service.py, and multiple class CbBackup methods in trove/guestagent/strategies/backup/experimental/couchbase_impl.py in Openstack DBaaS (aka Trove) as packaged in Openstack before 2015.1.0 (aka Kilo) allows local users to write to configuration files via a symlink attack on a temporary file.

Risk And Classification

Problem Types: CWE-59

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Openstack Trove All All All All

References

Reference Source Link

Page not found · GitHub · GitHub MISC github.com

Bug #1398195 “Insecure temporary file usage in Cassandra datasto...” : Bugs : OpenStack DBaaS (Trove) MISC bugs.launchpad.net

Page not found · GitHub · GitHub MISC github.com

Page not found · GitHub · GitHub MISC github.com

Page not found · GitHub · GitHub MISC github.com

Page not found · GitHub · GitHub MISC github.com

trove/service.py at master · openstack/trove · GitHub MISC github.com

Page not found · GitHub · GitHub MISC github.com

Page not found · GitHub · GitHub MISC github.com

Bug 1216073 – CVE-2015-3156 openstack-trove: multiple insecure /tmp file usage issues CONFIRM bugzilla.redhat.com

Page not found · GitHub · GitHub MISC github.com
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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