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CVE CVE-2015-3163
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-09-06 21:29:00 UTC
Updated 2020-03-09 18:39:00 UTC
Description The admin pages for power types and key types in Beaker before 20.1 do not have any access controls, which allows remo

/ |

1|

Risk And Classification

Problem Types: CWE-284

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Redhat Beaker 20.0 - All All

Application Redhat Beaker 20.0 rci All All

Application Redhat Beaker 20.0 - All All

Application Redhat Beaker 20.0 rcl All All

Application Redhat Beaker All All All All

Reference Source Link Tags

Beaker CVE-2015-3163 Security Bypass Vulnerability BID www.securityfocus.com  Third Party A
1215034 — (CVE-2015-3163) anonymous users can modify key types and power types CONFIRM  bugzilla.redhat.com Exploit, Issue
404 Not Found CONFIRM beaker-project.org Release Note
oss-security - beaker vulns fixed in version 20.1 MLIST www.openwall.com Mailing List, 1
CVE Program record CVE.ORG www.cve.org canonical
NVD vulnerability detail NVD nvd.nist.gov canonical, an
a S

No vendor comments have been submitted for this CVE.
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https://cve.report/CVE-2015-3163.pdf
http://cve.report/vendor/redhat
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http://cve.report/software/redhat/beaker
http://cve.report/vendor/redhat
http://cve.report/software/redhat/beaker
http://cve.report/vendor/redhat
http://cve.report/software/redhat/beaker
http://cve.report/vendor/redhat
http://cve.report/software/redhat/beaker
http://www.securityfocus.com/bid/74567
https://bugzilla.redhat.com/show_bug.cgi?id=1215034
https://beaker-project.org/jenkins-results/beaker-review-checks-docs/995/documentation/_build/html/whats-new/release-20.html
http://www.openwall.com/lists/oss-security/2015/05/08/1
https://www.cve.org/CVERecord?id=CVE-2015-3163
https://nvd.nist.gov/vuln/detail/CVE-2015-3163

There are currently no legacy QID mappings associated with this CVE.
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