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Summary

CVE CVE-2015-3171

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-07-25 18:29:00 UTC

Updated 2019-12-11 20:59:00 UTC

Description sosreport 3.2 uses weak permissions for generated sosreport archives, which allows local users with access to /var/tmp/ to obtain sensitive information by reading the contents of the archive.

Risk And Classification

Problem Types: CWE-200

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Sos Project Sos 3.2 - All All

Application Sos Project Sos 3.2 - All All

References

Reference Source Link

[sosreport] fix archive permissions regression · sosreport/sos@d7759d3 · GitHub CONFIRM github.com

1218658 – (CVE-2015-3171) CVE-2015-3171 sosreport: temporary file created with world-readable permissions CONFIRM bugzilla.redhat.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
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