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CVE-2015-3192

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

assamvuacurrnumsucvan — Gertain versions of Fedora from Fedoraproject contain the following
: vulnerability:

Pivotal Spring Framework before 3.2.14 and 4.x before 4.1.7 do not
properly process inline DTD declarations when DTD is not entirely
disabled, which allows remote attackers to cause a denial of service
(memory consumption and out-of-memory errors) via a crafted XML
file.

CVE-2015-3192 has been assigned by & secalert@redhat.com to track the vulnerability - currently rated as severity.
CVSS3 Score: [SISEMEDIUM)
Attack Attack Privileges User
Vector Complexity Required Interaction
Low [NONE_
Scope Confidentiality Integrity Availability
Impact Impact Impact
[ NONE | [ NONE | [ HIGH |
CVSS2 Score: [#SEMEDIUM)
Access Access Authentication
Vector Complexity
[NONE
Confidentiality Integrity Availability
Impact Impact Impact
[ NONE | [ NONE |

CVE References

Description Tags Link
Red Hat Customer Portal & REDHAT RHSA-2016:1219
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https://cve.report/
https://cve.report/CVE-2015-3192/mitre
https://cve.report/CVE-2015-3192/nist
https://cve.report/CVE-2015-3192/cve_org
https://cve.report/CVE-2015-3192.pdf
http://cve.report/software/fedoraproject/fedora
http://cve.report/vendor/fedoraproject
http://cve.report/cvsscalc.php
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
https://access.redhat.com/errata/RHSA-2016:1219
https://web.archive.org/web/2015/http://rhn.redhat.com/errata/RHSA-2016-2036.html
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text/html
Inactive Link™ Not Archived

[SECURITY] [DLA 1853-1] libspring-java security lists.debian.org (@ MLIST [debian-lts-announce] 20190713
update text/htm [SECURITY] [DLA 1853-1] libspring-java security
update

Red Hat JBoss XML Parsing Flaw Lets Remote Users www.securitytracker.com 7y SECTRACK 1036587

Deny Service - SecurityTracker text/html
CVE-2015-3192 - DoS Attack with XML Input | Vendor Advisory 8 CONFIRM pivotal.io/security/cve-2015-3192
Security | Pivotal web.archive.org

text/html
Inactive Link™ Not Archived

Red Hat Customer Portal access.redhat.com & REDHAT RHSA-2016:1218
text/htm

Red Hat Customer Portal web.archive.org & REDHAT RHSA-2016:1592
text/html
Inactive Link™ Not Archived

[SPR-13136] XML input vulnerability based on DTD jira.spring.io (2) CONFIRM jira.spring.io/browse/SPR-13136
declaration - Spring JIRA text/htm!

Red Hat Customer Portal web.archive.org & REDHAT RHSA-2016:1593
text/html
Inactive Link™ Not Archived

[SECURITY] Fedora 21 Update: springframework- lists.fedoraproject.org FEDORA FEDORA-2015-11184
3.2.14-1.fc21 text/html

Red Hat Customer Portal web.archive.org & REDHAT RHSA-2016:2035
text/html
Inactive Link™ Not Archived

Spring Framework CVE-2015-3192 Denial-Of-Service cve.report (archive) (2 BID 90853
Vulnerability text/html

[SECURITY] Fedora 22 Update: springframework- lists.fedoraproject.org FEDORA FEDORA-2015-11165
3.2.14-1.fc22 text/html

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

Related QID Numbers

981250 Java (maven) Security Update for org.springframework:spring-core (GHSA-6v7w-535j-rg5m)

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Operating Fedoraproject Fedora 21 All All All

System

Operating Fedoraproject Fedora 22 All All All

System

Operating Fedoraproject Fedora 21 All All All

System


https://lists.debian.org/debian-lts-announce/2019/07/msg00012.html
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https://access.redhat.com/errata/RHSA-2016:1218
https://web.archive.org/web/2015/http://rhn.redhat.com/errata/RHSA-2016-1592.html
https://jira.spring.io/browse/SPR-13136
https://web.archive.org/web/2015/http://rhn.redhat.com/errata/RHSA-2016-1593.html
http://lists.fedoraproject.org/pipermail/package-announce/2015-July/162015.html
https://web.archive.org/web/2015/http://rhn.redhat.com/errata/RHSA-2016-2035.html
http://cve.report/bid/90853
http://lists.fedoraproject.org/pipermail/package-announce/2015-July/162017.html
mailto:%20comment@cve.report
http://cve.report/qid/981250
http://cve.report/vendor/fedoraproject
http://cve.report/software/fedoraproject/fedora
http://cve.report/vendor/fedoraproject
http://cve.report/software/fedoraproject/fedora
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cpe:2.3:a:pivotal_software:spring_framework:3.2.1:*:*:*:**:*:*:
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cpe:2.3:a:pivotal_software:spring_framework:3.2.2:*:*:*:*:*:*:*:

cpe:2.3:a:pivotal_software:spring_framework:3.2.3:*:*:*:*:*:*:*:

cpe:2.3:a:pivotal_software:spring_framework:3.2.4:*:*:*:**:*:":

cpe:2.3:a:pivotal_software:spring_framework:3.2.5:*:*:*:*:*:*:*:

cpe:2.3:a:pivotal_software:spring_framework:3.2.6:*:*:*:*:*:*:*:

cpe:2.3:a:pivotal_software:spring_framework:3.2.7:*:*: "

cpe:2.3:a:pivotal_software:spring_framework:3.2.8:*:*:*:*:*:*:*:

cpe:2.3:a:pivotal_software:spring_framework:3.2.9:*:*:*:*:*:*:*:

cpe:2.3:a:pivotal_software:spring_framework:4.1.0:*:*:*:*:*:*:*:

cpe:2.3:a:pivotal_software:spring_framework:4.1.1:*:*: "

cpe:2.3:a:pivotal_software:spring_framework:4.1.2:*:*: " ™

cpe:2.3:a:pivotal_software:spring_framework:4.1.3:*:*: " ™

cpe:2.3:a:pivotal_software:spring_framework:4.1.4:** "

cpe:2.3:a:pivotal_software:spring_framework:4.1.5:*:* " "

cpe:2.3:a:pivotal_software:spring_framework:4.1.6:*:*:*: " *:

cpe:2.3:a:pivotal_software:spring_framework:3.2.0:*: "

cpe:2.3:a:pivotal_software:spring_framework:3.2.1:*:* "

dkuk ok ak ok akak.

cpe:2.3:a:pivotal_software:spring_framework:3.2.10:**:

cpe:2.3:a:pivotal_software:spring_framework:3.2.2:*:*:*:*:**:*:

cpe:2.3:a:pivotal_software:spring_framework:3.2.3:*:*:**:**:*:

cpe:2.3:a:pivotal_software:spring_framework:3.2.4:*:*:*:*:**:*:

cpe:2.3:a:pivotal_software:spring_framework:3.2.5:*:*:*:*:*:*:*:



cpe:2.3:a:pivotal_software:spring_framework:3.2.6:*:*:*:**:*:*:

cpe:2.3:a:pivotal_software:spring_framework:3.2.7:*:*:*:**:*:*:

cpe:2.3:a:pivotal_software:spring_framework:3.2.8:*:*:*:*:*:*:*:

cpe:2.3:a:pivotal_software:spring_framework:3.2.9:*:*:*:*:*:*:*:

cpe:2.3:a:pivotal_software:spring_framework:4.1.0:":*:*:"*:*:":

cpe:2.3:a:pivotal_software:spring_framework:4.1.1:":*:* "%

cpe:2.3:a:pivotal_software:spring_framework:4.1.2:*:*:*:*:*:*:*:

cpe:2.3:a:pivotal_software:spring_framework:4.1.3:*:*:*:*:*:*:*:

cpe:2.3:a:pivotal_software:spring_framework:4.1.4:*:*:*:*:*:*:*:

cpe:2.3:a:pivotal_software:spring_framework:4.1.5:*:*:*:*:*:*:*:

cpe:2.3:a:pivotal_software:spring_framework:4.1.6:*:*:*:*:*:*:*:

cpe:2.3:a:vmware:spring_framework:3.2.1 %%

Ak kKK kKK,

cpe:2.3:a:vmware:spring_framework:3.2.11 %"

akk kKKK Lk,

cpe:2.3:a:vmware:spring_framework:3.2.12:*:

akk kKK kLK,

cpe:2.3:a:vmware:spring_framework:3.2.13:

cpe:2.3:a:vmware:spring_framework:3.2.2:*:*

cpe:2.3:a:vmware:spring_framework:3.2.3:

cpe:2.3:a:vmware:spring_framework:3.2.4:*:

cpe:2.3:a:vmware:spring_framework:3.2.5:%:

cpe:2.3:a:vmware:spring_framework:3.2.6:*:

cpe:2.3:a:vmware:spring_framework:3.2.7:*:

cpe:2.3:a:vmware:spring_framework:3.2.8:*:

cpe:2.3:a:vmware:spring_framework:3.2.9:*:

cpe:2.3:a:vmware:spring_framework:4.1.1 %

cpe:2.3:a:vmware:spring_framework:4.1.2:*:

cpe:2.3:a:vmware:spring_framework:4.1.3:*:

cpe:2.3:a:vmware:spring_framework:4.1.4:%:

cpe:2.3:a:vmware:spring framework:4.1.5:% %% %% %



cpe:2.3:a:vmware:spring_framework:4.1.6:*:*: "%

No vendor comments have been submitted for this CVE

« Previous ID Next ID—
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