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MITRE NVD CVE.ORG Print: PDF %5
CVE CVE-2015-3195
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2015-12-06 20:59:00 UTC
Updated 2023-11-07 02:25:00 UTC
Description The ASN1_TFLG_COMBINE implementation in crypto/asni/tasn_dec.c in OpenSSL before 0.9.8zh, 1.0.0 before 1.0.0t, 1.(

/ ]

1|

Risk And Classification

Problem Types: CWE-200

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Apple Mac Os X All All All All
Operating System Apple Mac Os X All All All All
Operating System Canonical Ubuntu Linux 12.04 All All All
Operating System Canonical Ubuntu Linux 14.04 All All All
Operating System Canonical Ubuntu Linux 15.04 All All All
Operating System Canonical Ubuntu Linux 15.10 All All All
Operating System Canonical Ubuntu Linux 12.04 All All All
Operating System Canonical Ubuntu Linux 14.04 All All All
Operating System Canonical Ubuntu Linux 15.04 All All All
Operating System Canonical Ubuntu Linux 15.10 All All All
Operating System Debian Debian Linux 7.0 All All All
Operating System Debian Debian Linux 8.0 All All All
Operating System Debian Debian Linux 7.0 All All All
Operating System Debian Debian Linux 8.0 All All All
Operating System Fedoraproject Fedora 22 All All All
Operating System Fedoraproject ~ Fedora 22 All All All
Application Openssl Openssl All All All All
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Operating System Redhat Enterprise Linux Server Tus 7.2 All All All
Operating System Redhat Enterprise Linux Server Tus 7.3 All All All
Operating System Redhat Enterprise Linux Server Tus 7.6 All All All
Operating System Redhat Enterprise Linux Server Tus 7.7 All All All
Operating System Redhat Enterprise Linux Server Tus 7.2 All All All
Operating System Redhat Enterprise Linux Server Tus 7.3 All All All
Operating System Redhat Enterprise Linux Server Tus 7.6 All All All
Operating System Redhat Enterprise Linux Server Tus 7.7 All All All
Operating System Redhat Enterprise Linux Workstation 5.0 All All All
Operating System Redhat Enterprise Linux Workstation 6.0 All All All
Operating System Redhat Enterprise Linux Workstation 7.0 All All All
Operating System Redhat Enterprise Linux Workstation 5.0 All All All
Operating System Redhat Enterprise Linux Workstation 6.0 All All All
Operating System Redhat Enterprise Linux Workstation 7.0 All All All
Operating System Suse Linux Enterprise Server 10 sp4 All All
Operating System Suse Linux Enterprise Server 10 sp4 All All
Reference Source Lin
Oracle Critical Patch Update Advisory - April 2016 CONFIRM wv
USN-2830-1: OpenSSL vulnerabilities | Ubuntu UBUNTU wv
APPLE-SA-2016-03-21-5 OS X El Capitan 10.11.4 and Security Update 2016-002 APPLE list
Multiple Vulnerabilities in OpenSSL (December 2015) Affecting Cisco Products CISCO toc
[security-announce] openSUSE-SU-2016:0637-1: important: Security update SUSE lisi
2016-04 Security Bulletin: ScreenOS: Multiple Vulnerabilities in OpenSSL - Juniper Networks CONFIRM kb
Oracle Critical Patch Update - July 2016 CONFIRM wv
openssl.org/news/secadv/20151203.txt CONFIRM op
Oracle July 2016 Critical Patch Update Multiple Vulnerabilities BID wv
Debian -- Security Information -- DSA-3413-1 openssl| DEBIAN wv
Red Hat Customer Portal REDHAT rhi
FortiGuard.com | OpenSSL Advisory - December 2015 CONFIRM for
Oracle Critical Patch Update - January 2018 CONFIRM wv
git.openssl.org Git - openssl.git/commit git
RHSA-2016:2056 REDHAT rhi
Oracle Critical Patch Update - October 2016 CONFIRM wv
[security-announce] SUSE-SU-2016:0678-1: important: Security update for SUSE list
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http://www.oracle.com/technetwork/security-advisory/cpuapr2016v3-2985753.html
http://www.ubuntu.com/usn/USN-2830-1
http://lists.apple.com/archives/security-announce/2016/Mar/msg00004.html
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20151204-openssl
http://lists.opensuse.org/opensuse-security-announce/2016-03/msg00009.html
http://kb.juniper.net/InfoCenter/index?page=content&id=JSA10733
http://www.oracle.com/technetwork/security-advisory/cpujul2016-2881720.html
http://openssl.org/news/secadv/20151203.txt
http://www.securityfocus.com/bid/91787
http://www.debian.org/security/2015/dsa-3413
http://rhn.redhat.com/errata/RHSA-2015-2617.html
http://fortiguard.com/advisory/openssl-advisory-december-2015
http://www.oracle.com/technetwork/security-advisory/cpujan2018-3236628.html
https://git.openssl.org/?p=openssl.git%253Ba=commit%253Bh=cc598f321fbac9c04da5766243ed55d55948637d
http://rhn.redhat.com/errata/RHSA-2016-2056.html
http://www.oracle.com/technetwork/security-advisory/cpuoct2016-2881722.html
http://lists.opensuse.org/opensuse-security-announce/2016-03/msg00017.html

OpenSSL CVE-2015-3195 Information Disclosure Vulnerability BID wv
openSUSE-SU-2015:2288-1: moderate: Security update for OpenSSL SUSE list
Document Display | HPE Support Center CONFIRM h2
[SECURITY] Fedora 22 Update: openssl-1.0.1k-13.fc22 FEDORA list
Document Display | HPE Support Center CONFIRM h2
git.openssl.org Git - openssl.git/commit CONFIRM git
openSUSE-SU-2015:2289-1: moderate: Security update for openssl SUSE lisi
Oracle VM Server for x86 Bulletin - July 2016 CONFIRM wv
Document Display | HPE Support Center CONFIRM h2
Public KB - SA40100 - [Pulse Secure] December 3rd 2015 OpenSSL Security Advisory CONFIRM kb
2016-10 Security Bulletin: CTPView: Multiple vulnerabilities in CTPView - Juniper Networks CONFIRM kb
"[security bulletin] HPSBGN03536 rev.1 - HP IceWall Products running OpenSSL, Remote and Local Denial' - MARC HP me
Oracle Linux Bulletin - October 2015 CONFIRM Wy
cert-portal.siemens.com/productcert/pdf/ssa-412672.pdf CONFIRM ce
Document Display | HPE Support Center CONFIRM h2
openSUSE-SU-2015:2349-1: moderate: Security update for compat-openssi098 SUSE lisi
Document Display | HPE Support Center CONFIRM h2
FortiGuard.com | OpenSSL Advisory - December 2015 CONFIRM wv
Juniper Networks - 2016-10 Security Bulletin: OpenSSL security updates CONFIRM kb
[security-announce] openSUSE-SU-2016:0640-1: important: Security update SUSE lisi
OpenSSL Multiple Bugs Let Remote Users Deny Service and Obtain Potentially Sensitive Information - SecurityTracker SECTRACK wv
Document Display | HPE Support Center CONFIRM h2
About the security content of OS X El Capitan v10.11.4 and Security Update 2016-002 - Apple Support CONFIRM su
openSUSE-SU-2015:2318-1: moderate: Security update for libressl SUSE lisi
The Slackware Linux Project: Slackware Security Advisories SLACKWARE  wv
Oracle Critical Patch Update - July 2017 CONFIRM wv
Oracle Critical Patch Update - October 2017 CONFIRM wv
Red Hat Customer Portal REDHAT rhi
Red Hat Customer Portal REDHAT rhi
Oracle Solaris Bulletin - January 2016 CONFIRM wv
Oracle Critical Patch Update - January 2016 CONFIRM wv
CVE Program record CVE.ORG WV
NVD vulnerability detail NVD nv
A | |

No vendor comments have been submitted for this CVE.
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http://lists.fedoraproject.org/pipermail/package-announce/2015-December/173801.html
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http://www.securitytracker.com/id/1034294
https://h20566.www2.hpe.com/portal/site/hpsc/public/kb/docDisplay?docId=emr_na-c05158380
https://support.apple.com/HT206167
http://lists.opensuse.org/opensuse-updates/2015-12/msg00087.html
http://www.slackware.com/security/viewer.php?l=slackware-security&y=2015&m=slackware-security.754583
http://www.oracle.com/technetwork/security-advisory/cpujul2017-3236622.html
http://www.oracle.com/technetwork/security-advisory/cpuoct2017-3236626.html
http://rhn.redhat.com/errata/RHSA-2016-2957.html
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http://www.oracle.com/technetwork/topics/security/bulletinjan2016-2867206.html
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https://www.cve.org/CVERecord?id=CVE-2015-3195
https://nvd.nist.gov/vuln/detail/CVE-2015-3195

Legacy QID Mappings

375442 HPE System Management Homepage Multiple Vulnerabilities (HPESBMUO03593)

390226 Oracle Managed Virtualization (VM) Server for x86 Security Update for Open Secure Sockets Layer (OpenSSL) (OVMSA-2021-
0011)

390284 Oracle Managed Virtualization (VM) Server for x86 Security Update for Open Secure Sockets Layer (OpenSSL) (OVMSA-2023-
0013)

591280 Siemens SCALANCE X-200RNA Switch Devices Denial of Service (DoS) Multiple Vulnerabilities (ICSA-22-349-21, SSA-
412672)
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