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Summary

CVE CVE-2015-3200

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2015-06-09 14:59:00 UTC

Updated 2016-12-24 02:59:00 UTC

Description mod_auth in lighttpd before 1.4.36 allows remote attackers to inject arbitrary log entries via a basic HTTP authentication string without a colon character, as demonstrated by a string containing a NULL and new line character.

Risk And Classification

Problem Types: CWE-74

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Hp Virtual Customer Access System All All All All

Application Lighttpd Lighttpd All All All All

Operating System Oracle Solaris 11.3 All All All

Operating System Oracle Solaris 11.3 All All All

References

Reference

Lighttpd 'http_auth.c' Security Bypass Vulnerability

[SECURITY] Fedora 21 Update: lighttpd-1.4.36-1.fc21

About security and stuff: CVE-2015-3200

lighttpd Input Validation Flaw Lets Remote Users Inject Log File Entries - SecurityTracker

Oracle Solaris Third Party Bulletin - October 2015

McAfee Security Bulletin - Network Security Manager/Network Security Platform/Network Threat Behavior Analysis update fixes multiple vulnerabilities (CVE-2013-4559, CVE-2015-3200, CVE-2016-2183, CVE-2020-7256, CVE-2020-7258)

[SECURITY] Fedora 22 Update: lighttpd-1.4.36-1.fc22

Document Display | HPE Support Center

Bug #2646: Log injection vulnerability in mod_auth - Lighttpd - lighty labs
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NVD vulnerability detail

No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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