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Summary

CVE CVE-2015-3204

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2015-07-01 14:59:00 UTC

Updated 2023-02-13 00:48:00 UTC

Description libreswan 3.9 through 3.12 allows remote attackers to cause a denial of service (daemon restart) via an IKEv1 packet with (1) unassigned bits set in the IPSEC DOI value or (2) the next payload value set to ISAKMP_NEXT_SAK.

Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Libreswan Libreswan 3.10 All All All

Application Libreswan Libreswan 3.11 All All All

Application Libreswan Libreswan 3.12 All All All

Application Libreswan Libreswan 3.9 All All All

Application Libreswan Libreswan 3.10 All All All

Application Libreswan Libreswan 3.11 All All All

Application Libreswan Libreswan 3.12 All All All

Application Libreswan Libreswan 3.9 All All All

References

Reference Source Link Tags

libreswan.org/security/CVE-2015-3204/CVE-2015-3204.txt CONFIRM libreswan.org Vendor Advisory

Bug 1223361 – CVE-2015-3204 libreswan: crafted IKE packet causes daemon restart MISC bugzilla.redhat.com

Red Hat Customer Portal MISC access.redhat.com

libreswan.org/security/CVE-2015-3204/CVE-2015-3204-libreswan.patch MISC libreswan.org

Red Hat Customer Portal REDHAT rhn.redhat.com

access.redhat.com | CVE-2015-3204 MISC access.redhat.com
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Libreswan: Multiple Vulnerabilities (GLSA 201603-13) — Gentoo security GENTOO security.gentoo.org

Libreswan 'pluto/ikev1.c' Remote Denial of Service Vulnerability BID www.securityfocus.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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