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The NetkKVM Windows Virtio driver allows remote attackers to cause a denial of service (guest crash) via a crafted length v:
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Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type

Application

Application

Vendor Product Version Update Edition Language
Redhat Virtio-win - All All All
Redhat Virtio-win - All All All

References

1

Reference Source
CVE-2015-3215 - Red Hat Customer Portal MISC
Red Hat Customer Portal MISC

NetKVM: BZ#1169718: More rigoruous testing of incoming packet - YanVugenfirer/kvm-guest-drivers-windows@fbfa4d1 - GitHub ~ CONFIRN

Red Hat Customer Portal REDHAT
Red Hat Customer Portal REDHAT
Red Hat Customer Portal MISC
NetKVM: BZ#1169718: Checking the length only on read - YanVugenfirer/kvm-guest-drivers-windows@723416f - GitHub CONFIRN
access.redhat.com | CVE-2015-3215 MISC
1227634 — (CVE-2015-3215) CVE-2015-3215 virtio-win: netkvm: malformed packet can cause BSOD MISC
CVE Program record CVE.ORC
NVD vulnerability detail NVD
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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