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CVE CVE-2015-3221
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2015-08-26 19:59:00 UTC
Updated 2023-02-13 00:48:00 UTC
Description OpenStack Neutron before 2014.2.4 (juno) and 2015.1.x before 2015.1.1 (kilo), when using the IPTables firewall driver, allc

/ |

1|

Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Openstack Neutron All All All All
Application Openstack Neutron All All All All
Reference

1232284 — (CVE-2015-3221) CVE-2015-3221 openstack-neutron: L2 agent DoS through incorrect allowed address pairs

OpenStack Neutron CVE-2015-3221 Denial of Service Vulnerability

OpenStack Open Source Cloud Computing Software » Message: [openstack-announce] [OSSA 2015-012] Neutron L2 agent DoS through inc
access.redhat.com | CVE-2015-3221

Red Hat Customer Portal

Bug #1461054 “{OSSA 2015-012] Adding 0.0.0.0/0 to allowed addres...” : Bugs : neutron

Red Hat Customer Portal

CVE Program record

NVD vulnerability detail
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No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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