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CVE CVE-2015-3224
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2015-07-26 22:59:00 UTC
Updated 2016-12-03 03:08:00 UTC
Description request.rb in Web Console before 2.1.3, as used with Ruby on Rails 3.x and 4.x, does not properly restrict the use of X-For

/ |

Risk And Classification

Problem Types: CWE-284

NVD Known Affected Configurations (CPE 2.3)

1|

Type Vendor Product Version Update Edition Language

Application Rubyonrails Web Console All All All All

References

Reference Source Link
[SECURITY] Fedora 22 Update: rubygem-web-console-2.1.3-1.fc22 FEDORA lists.fedoraproject.org

[rubyonrails-security] 20150616 [CVE-2015-3224] IP whitelist bypass in Web Console  MLIST groups.google.com

web-console/CHANGELOG.markdown at master - rails/web-console - GitHub CONFIRM  github.com
oss-security - [CVE-2015-3224] IP whitelist bypass in Web Console MLIST openwall.com
Malformed Request BID www.securityfocus.com
CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

/

Tags

Vendor Advisc

Vendor Advisc

canonical

canonical, ane

|

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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