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Summary

CVE CVE-2015-3225

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2015-07-26 22:59:00 UTC

Updated 2018-10-30 16:27:00 UTC

Description lib/rack/utils.rb in Rack before 1.5.4 and 1.6.x before 1.6.2, as used with Ruby on Rails 3.x and 4.x and other products, allows remote attackers to cause a denial of service (SystemStackError) via a request with a large parameter depth.

Risk And Classification

Problem Types: CWE-19

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Debian Debian Linux 7.0 All All All

Operating System Debian Debian Linux 8.0 All All All

Operating System Debian Debian Linux 7.0 All All All

Operating System Debian Debian Linux 8.0 All All All

Operating System Opensuse Opensuse 13.1 All All All

Operating System Opensuse Opensuse 13.2 All All All

Operating System Opensuse Opensuse 13.1 All All All

Operating System Opensuse Opensuse 13.2 All All All

Application Rack Project Rack 1.6.0 All All All

Application Rack Project Rack 1.6.1 All All All

Application Rack Project Rack 1.6.0 All All All

Application Rack Project Rack 1.6.1 All All All

Application Rack Project Rack All All All All
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Rack 'normalize_params()' Function Denial of Service Vulnerability BID www.securityfocus.com

[SECURITY] Fedora 22 Update: rubygem-rack-1.6.1-2.fc22 FEDORA lists.fedoraproject.org

openSUSE-SU-2015:1262-1: moderate: Security update for rubygem-rack-1_4 SUSE lists.opensuse.org Third Party Advisory

openSUSE-SU-2015:1263-1: moderate: Security update for rubygem-rack-1_3 SUSE lists.opensuse.org Third Party Advisory

oss-security - [CVE-2015-3225] Potential Denial of Service Vulnerability in Rack MLIST openwall.com Mailing List, Third Party Advisory

[rubyonrails-security] 20150616 [CVE-2015-3225] Potential Denial of Service Vulnerability in Rack MLIST groups.google.com Mailing List, Third Party Advisory

openSUSE-SU-2015:1259-1: moderate: Security update for rubygem-rack SUSE lists.opensuse.org Third Party Advisory

Debian -- Security Information -- DSA-3322-1 ruby-rack DEBIAN www.debian.org

rack/HISTORY.md at master · rack/rack · GitHub CONFIRM github.com Issue Tracking, Patch, Vendor Advisory

Red Hat Customer Portal REDHAT rhn.redhat.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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