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Integer overflow in the gs_heap_alloc_bytes function in base/gsmalloc.c in Ghostscript 9.15 and earlier allows remote attac
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Risk And Classification

Problem Types: CWE-189

NVD Known Affected Configurations (CPE 2.3)

Type

Application

Vendor Product Version Update Edition Language

Artifex Afpl Ghostscript All All All All
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CVE Program record CVE.ORG


https://cve.report/
https://cve.report/CVE-2015-3228/mitre
https://cve.report/CVE-2015-3228/nist
https://cve.report/CVE-2015-3228/cve_org
https://cve.report/CVE-2015-3228.pdf
http://cve.report/vendor/artifex
http://cve.report/software/artifex/afpl_ghostscript
http://git.ghostscript.com/?p=ghostpdl.git%253Ba=commitdiff%253Bh=0c0b0859
http://git.ghostscript.com/?p=ghostpdl.git;a=commitdiff;h=0c0b0859
http://bugs.ghostscript.com/show_bug.cgi?id=696070
http://www.securityfocus.com/bid/76017
http://www.securitytracker.com/id/1033149
https://bugzilla.redhat.com/show_bug.cgi?id=1232805
http://openwall.com/lists/oss-security/2015/07/23/14
https://security.gentoo.org/glsa/201612-33
http://bugs.ghostscript.com/show_bug.cgi?id=696041
http://www.debian.org/security/2015/dsa-3326
http://www.ubuntu.com/usn/USN-2697-1
http://www.oracle.com/technetwork/topics/security/bulletinjul2016-3090568.html
https://www.cve.org/CVERecord?id=CVE-2015-3228

NVD vulnerability detail NVD

4] |

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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