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Summary

CVE CVE-2015-3229

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-10-16 18:29:00 UTC

Updated 2023-02-13 00:48:00 UTC

Description fedora-cloud-atomic.ks in spin-kickstarts allows remote attackers to conduct man-in-the-middle attacks by leveraging use of HTTP to download Fedora Atomic updates.

Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Fedoraproject Atomic - All All All

Operating System Fedoraproject Atomic - All All All

Application Fedoraproject Spin-kickstarts - All All All

Application Fedoraproject Spin-kickstarts - All All All

References

Reference Source Link

Malformed Request BID www.securityfocus.com

[spin-kickstarts] cloud-atomic: Use https for the fedora-atomic ostree remote - spins - Fedora Mailing-Lists MISC lists.fedoraproject.org

[spin-kickstarts] cloud-atomic: Use https for the fedora-atomic ostree remote - spins - Fedora Mailing-Lists MLIST lists.fedoraproject.org

oss-security - Fedora Atomic - downloads updates over HTTP (CVE-2015-3229) MLIST www.openwall.com

1231800 – (CVE-2015-3229) CVE-2015-3229 spin-kickstarts: Atomic Spin built with remote tree as http instead of https CONFIRM bugzilla.redhat.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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