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CVE-2015-3233

MITRE NVD CVE.ORG JSON API Print: PDF 1)

CVE-2015-3233

PUBLIC

secalert@redhat.com

CVE Program / NVD first with legacy fallback
2015-06-22 19:59:00 UTC

2016-12-03 03:09:00 UTC

Open redirect vulnerability in the Overlay module in Drupal 7.x before 7.38 allows remote attackers to redirect users to arbit

| 1|

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type
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Application
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Application
Application

Application
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Vendor Product Version Update Edition Language
Drupal Drupal 7.0 All All All
Drupal Drupal 7.0 alphat All All
Drupal Drupal 7.0 alpha2 All All
Drupal Drupal 7.0 alpha3 All All
Drupal Drupal 7.0 alpha4 All All
Drupal Drupal 7.0 alphab All All
Drupal Drupal 7.0 alpha6 All All
Drupal Drupal 7.0 alpha7 All All
Drupal Drupal 7.0 betal All All
Drupal Drupal 7.0 beta2 All All
Drupal Drupal 7.0 beta3 All All
Drupal Drupal 7.0 dev All All
Drupal Drupal 7.0 rci All All
Drupal Drupal 7.0 rc2 All All
Drupal Drupal 7.0 rc3 All All
Drupal Drupal 7.0 rc4 All All
Drupal Drupal 71 All All All
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References

Reference

CVE Program record

NVD vulnerability detail

/|

acsf 7.x-1.14 | Drupal.org

labjs 7.x-1.7 | Drupal.org

jauery_update 7.x-2.6 | Drupal.org

[SECURITY] Fedora 22 Update: drupal7-7.38-1.fc22

Debian -- Security Information -- DSA-3291-1 drupal7

[SECURITY] Fedora 21 Update: drupal7-7.38-1.fc21

Drupal Core Overlay Module CVE-2015-3233 Open Redirection Vulnerability
RETIRED: Drupal LABjs Module Open Redirection Vulnerability

LABJs - Less Critical - Open Redirect - SA-CONTRIB-2015-124 | Drupal.org

Drupal Core - Critical - Multiple Vulnerabilities - SA-CORE-2015-002 | Drupal.org

RETIRED: Drupal Acquia Cloud Site Factory Connector Module Open Redirection Vulnerability

jQuery Update - Less Critical - Open Redirect - SA-CONTRIB-2015-123 | Drupal.org

oss-security - CVE requests for Drupal contributed modules (from SA-CONTRIB-2015-100 to SA-CONTRIB-2015-131)

Acquia Cloud Site Factory Connector - Less Critical - Open Redirect - SA-CONTRIB-2015-125 | Drupal.org

Source

MLIST

CONFIRM

BID

FEDORA

CONFIRM

DEBIAN

BID

BID

MISC

FEDORA

MISC

CONFIRM

MISC

CONFIRM

CVE.ORG

NVD

Link

WWW.0|
www.di
WWW.S¢
lists.fec
www.dl
www.dr
WWW. St
WWW. St
www.dl
lists.fec
www.di
www.di
www.di
www.di
WWW.C\

nvd.nis

-

No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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