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MITRE NVD CVE.ORG JSON API Print: PDF 1)

CVE CVE-2015-3234
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2015-06-22 19:59:00 UTC
Updated 2016-12-03 03:09:00 UTC
Description The OpenlD module in Drupal 6.x before 6.36 and 7.x before 7.38 allows remote attackers to log into other users' accounts

/ |

1|

Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Debian Debian Linux 7.0 All All All
Operating System Debian Debian Linux 8.0 All All All
Operating System Debian Debian Linux 7.0 All All All
Operating System Debian Debian Linux 8.0 All All All
Application Drupal Drupal 6.0 All All All
Application Drupal Drupal 6.0 betal All All
Application Drupal Drupal 6.0 beta2 All All
Application Drupal Drupal 6.0 beta3 All All
Application Drupal Drupal 6.0 beta4 All All
Application Drupal Drupal 6.0 dev All All
Application Drupal Drupal 6.0 rci All All
Application Drupal Drupal 6.0 rc2 All All
Application Drupal Drupal 6.0 rc3 All All
Application Drupal Drupal 6.0 rc4 All All
Application Drupal Drupal 6.1 All All All
Application Drupal Drupal 6.10 All All All
Application Drupal Drupal 6.11 All All All
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References

Reference Source
[SECURITY] Fedora 22 Update: drupal7-7.38-1.fc22 FEDORA
Drupal OpenlD module CVE-2015-3234 Session Hijacking Vulnerability BID
Debian -- Security Information -- DSA-3291-1 drupal7 DEBIAN
[SECURITY] Fedora 21 Update: drupal7-7.38-1.fc21 FEDORA
Drupal Core - Critical - Multiple Vulnerabilities - SA-CORE-2015-002 | Drupal.org CONFIRM
CVE Program record CVE.ORG
NVD vulnerability detail NVD

/

Link Tags
lists.fedoraproject.org
www.securityfocus.com
www.debian.org

lists.fedoraproject.org

www.drupal.org Patch, Vendor Adv
Www.cve.org canonical
nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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