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Summary

CVE CVE-2015-3237

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2015-06-22 19:59:00 UTC

Updated 2018-10-17 01:29:00 UTC

Description The smb_request_state function in cURL and libcurl 7.40.0 through 7.42.1 allows remote SMB servers to obtain sensitive information from memory or cause a denial of service (out-of-bounds read and crash) via crafted length and offset values.

Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Haxx Curl 7.40.0 All All All

Application Haxx Curl 7.41.0 All All All

Application Haxx Curl 7.42.0 All All All

Application Haxx Curl 7.42.1 All All All

Application Haxx Curl 7.40.0 All All All

Application Haxx Curl 7.41.0 All All All

Application Haxx Curl 7.42.0 All All All

Application Haxx Curl 7.42.1 All All All

Application Haxx Libcurl 7.40.0 All All All

Application Haxx Libcurl 7.41.0 All All All

Application Haxx Libcurl 7.42.0 All All All

Application Haxx Libcurl 7.42.1 All All All

Application Haxx Libcurl 7.40.0 All All All

Application Haxx Libcurl 7.41.0 All All All

Application Haxx Libcurl 7.42.0 All All All

Application Haxx Libcurl 7.42.1 All All All

Application Hp System Management Homepage All All All All
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Application Hp System Management Homepage All All All All

Application Oracle Enterprise Manager Ops Center 12.1.4 All All All

Application Oracle Enterprise Manager Ops Center 12.2.2 All All All

Application Oracle Enterprise Manager Ops Center 12.3.2 All All All

Application Oracle Enterprise Manager Ops Center 12.1.4 All All All

Application Oracle Enterprise Manager Ops Center 12.2.2 All All All

Application Oracle Enterprise Manager Ops Center 12.3.2 All All All

Application Oracle Glassfish Server 3.0.1 All All All

Application Oracle Glassfish Server 3.1.2 All All All

Application Oracle Glassfish Server 3.0.1 All All All

Application Oracle Glassfish Server 3.1.2 All All All

References

Reference

Oracle Solaris Bulletin - April 2016

[SECURITY] Fedora 22 Update: curl-7.40.0-5.fc22

Oracle Critical Patch Update - July 2016

Gentoo Security

cURL/libcURL 'smb_request_state()' Function Security Vulnerability

Oracle July 2016 Critical Patch Update Multiple Vulnerabilities

Sun GlassFish Enterprise Server Flaws Let Remote Users Access Data, Cause Denial of Service Conditions, and Gain Elevated Privileges - SecurityTracker

Document Display | HPE Support Center

cURL - SMB send off unrelated memory contents

CPU Oct 2018

Document Display | HPE Support Center

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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