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Summary

CVE CVE-2015-3253

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2015-08-13 14:59:00 UTC

Updated 2023-11-07 02:25:00 UTC

Description The MethodClosure class in runtime/MethodClosure.java in Apache Groovy 1.7.0 through 2.4.3 allows remote attackers to execute arbitrary code or cause a denial of service via a crafted serialized object.

Risk And Classification

Problem Types: CWE-74

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Apache Groovy 1.7.0 All All All

Application Apache Groovy 1.7.0 beta_1 All All

Application Apache Groovy 1.7.0 beta_2 All All

Application Apache Groovy 1.7.0 rc1 All All

Application Apache Groovy 1.7.0 rc2 All All

Application Apache Groovy 1.7.1 All All All

Application Apache Groovy 1.7.10 All All All

Application Apache Groovy 1.7.11 All All All

Application Apache Groovy 1.7.2 All All All

Application Apache Groovy 1.7.3 All All All

Application Apache Groovy 1.7.4 All All All

Application Apache Groovy 1.7.5 All All All

Application Apache Groovy 1.7.6 All All All

Application Apache Groovy 1.7.7 All All All

Application Apache Groovy 1.7.8 All All All

Application Apache Groovy 1.7.9 All All All

Application Apache Groovy 1.8.0 All All All
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Application Apache Groovy 1.8.0 All All All

Application Apache Groovy 1.8.0 beta_1 All All

Application Apache Groovy 1.8.0 beta_2 All All

Application Apache Groovy 1.8.0 beta_3 All All

Application Apache Groovy 1.8.0 beta_4 All All

Application Apache Groovy 1.8.0 rc1 All All

Application Apache Groovy 1.8.0 rc2 All All

Application Apache Groovy 1.8.0 rc3 All All

Application Apache Groovy 1.8.0 rc4 All All

Application Apache Groovy 1.8.1 All All All

Application Apache Groovy 1.8.2 All All All

Application Apache Groovy 1.8.3 All All All

Application Apache Groovy 1.8.4 All All All

Application Apache Groovy 1.8.5 All All All

Application Apache Groovy 1.8.6 All All All

Application Apache Groovy 1.8.7 All All All

Application Apache Groovy 1.8.8 All All All

Application Apache Groovy 1.8.9 All All All

Application Apache Groovy 1.9.0 All All All

Application Apache Groovy 1.9.0 beta_1 All All

Application Apache Groovy 1.9.0 beta_3 All All

Application Apache Groovy 1.9.0 beta_4 All All

Application Apache Groovy 2.0.0 All All All

Application Apache Groovy 2.0.0 beta_1 All All

Application Apache Groovy 2.0.0 beta_2 All All

Application Apache Groovy 2.0.0 beta_3 All All

Application Apache Groovy 2.0.0 rc1 All All

Application Apache Groovy 2.0.0 rc2 All All

Application Apache Groovy 2.0.0 rc3 All All

Application Apache Groovy 2.0.0 rc4 All All

Application Apache Groovy 2.0.1 All All All

Application Apache Groovy 2.0.2 All All All

Application Apache Groovy 2.0.3 All All All

Application Apache Groovy 2.0.4 All All All

Application Apache Groovy 2.0.5 All All All

Application Apache Groovy 2.0.6 All All All
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Application Apache Groovy 2.0.7 All All All

Application Apache Groovy 2.0.8 All All All

Application Apache Groovy 2.1.0 All All All

Application Apache Groovy 2.1.0 beta_1 All All

Application Apache Groovy 2.1.0 rc1 All All

Application Apache Groovy 2.1.0 rc2 All All

Application Apache Groovy 2.1.0 rc3 All All

Application Apache Groovy 2.1.1 All All All

Application Apache Groovy 2.1.2 All All All

Application Apache Groovy 2.1.3 All All All

Application Apache Groovy 2.1.4 All All All

Application Apache Groovy 2.1.5 All All All

Application Apache Groovy 2.1.6 All All All

Application Apache Groovy 2.1.7 All All All

Application Apache Groovy 2.1.8 All All All

Application Apache Groovy 2.1.9 All All All

Application Apache Groovy 2.2.0 All All All

Application Apache Groovy 2.2.0 beta_1 All All

Application Apache Groovy 2.2.0 beta_2 All All

Application Apache Groovy 2.2.0 rc1 All All

Application Apache Groovy 2.2.0 rc2 All All

Application Apache Groovy 2.2.0 rc3 All All

Application Apache Groovy 2.2.1 All All All

Application Apache Groovy 2.2.2 All All All

Application Apache Groovy 2.3.0 All All All

Application Apache Groovy 2.3.0 beta_1 All All

Application Apache Groovy 2.3.0 beta_2 All All

Application Apache Groovy 2.3.0 rc1 All All

Application Apache Groovy 2.3.0 rc2 All All

Application Apache Groovy 2.3.0 rc3 All All

Application Apache Groovy 2.3.1 All All All

Application Apache Groovy 2.3.10 All All All

Application Apache Groovy 2.3.11 All All All

Application Apache Groovy 2.3.2 All All All

Application Apache Groovy 2.3.3 All All All

Application Apache Groovy 2.3.4 All All All
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Application Apache Groovy 2.3.4 All All All

Application Apache Groovy 2.3.5 All All All

Application Apache Groovy 2.3.6 All All All

Application Apache Groovy 2.3.7 All All All

Application Apache Groovy 2.3.8 All All All

Application Apache Groovy 2.3.9 All All All

Application Apache Groovy 2.4.0 All All All

Application Apache Groovy 2.4.0 beta_1 All All

Application Apache Groovy 2.4.0 beta_2 All All

Application Apache Groovy 2.4.0 beta_3 All All

Application Apache Groovy 2.4.0 beta_4 All All

Application Apache Groovy 2.4.0 rc1 All All

Application Apache Groovy 2.4.0 rc2 All All

Application Apache Groovy 2.4.1 All All All

Application Apache Groovy 2.4.2 All All All

Application Apache Groovy 2.4.3 All All All

Application Apache Groovy 1.7.0 All All All

Application Apache Groovy 1.7.0 beta_1 All All

Application Apache Groovy 1.7.0 beta_2 All All

Application Apache Groovy 1.7.0 rc1 All All

Application Apache Groovy 1.7.0 rc2 All All

Application Apache Groovy 1.7.1 All All All

Application Apache Groovy 1.7.10 All All All

Application Apache Groovy 1.7.11 All All All

Application Apache Groovy 1.7.2 All All All

Application Apache Groovy 1.7.3 All All All

Application Apache Groovy 1.7.4 All All All

Application Apache Groovy 1.7.5 All All All

Application Apache Groovy 1.7.6 All All All

Application Apache Groovy 1.7.7 All All All

Application Apache Groovy 1.7.8 All All All

Application Apache Groovy 1.7.9 All All All

Application Apache Groovy 1.8.0 All All All

Application Apache Groovy 1.8.0 beta_1 All All

Application Apache Groovy 1.8.0 beta_2 All All

Application Apache Groovy 1.8.0 beta_3 All All
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Application Apache Groovy 1.8.0 beta_4 All All

Application Apache Groovy 1.8.0 rc1 All All

Application Apache Groovy 1.8.0 rc2 All All

Application Apache Groovy 1.8.0 rc3 All All

Application Apache Groovy 1.8.0 rc4 All All

Application Apache Groovy 1.8.1 All All All

Application Apache Groovy 1.8.2 All All All

Application Apache Groovy 1.8.3 All All All

Application Apache Groovy 1.8.4 All All All

Application Apache Groovy 1.8.5 All All All

Application Apache Groovy 1.8.6 All All All

Application Apache Groovy 1.8.7 All All All

Application Apache Groovy 1.8.8 All All All

Application Apache Groovy 1.8.9 All All All

Application Apache Groovy 1.9.0 All All All

Application Apache Groovy 1.9.0 beta_1 All All

Application Apache Groovy 1.9.0 beta_3 All All

Application Apache Groovy 1.9.0 beta_4 All All

Application Apache Groovy 2.0.0 All All All

Application Apache Groovy 2.0.0 beta_1 All All

Application Apache Groovy 2.0.0 beta_2 All All

Application Apache Groovy 2.0.0 beta_3 All All

Application Apache Groovy 2.0.0 rc1 All All

Application Apache Groovy 2.0.0 rc2 All All

Application Apache Groovy 2.0.0 rc3 All All

Application Apache Groovy 2.0.0 rc4 All All

Application Apache Groovy 2.0.1 All All All

Application Apache Groovy 2.0.2 All All All

Application Apache Groovy 2.0.3 All All All

Application Apache Groovy 2.0.4 All All All

Application Apache Groovy 2.0.5 All All All

Application Apache Groovy 2.0.6 All All All

Application Apache Groovy 2.0.7 All All All

Application Apache Groovy 2.0.8 All All All

Application Apache Groovy 2.1.0 All All All
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Application Apache Groovy 2.1.0 beta_1 All All

Application Apache Groovy 2.1.0 rc1 All All

Application Apache Groovy 2.1.0 rc2 All All

Application Apache Groovy 2.1.0 rc3 All All

Application Apache Groovy 2.1.1 All All All

Application Apache Groovy 2.1.2 All All All

Application Apache Groovy 2.1.3 All All All

Application Apache Groovy 2.1.4 All All All

Application Apache Groovy 2.1.5 All All All

Application Apache Groovy 2.1.6 All All All

Application Apache Groovy 2.1.7 All All All

Application Apache Groovy 2.1.8 All All All

Application Apache Groovy 2.1.9 All All All

Application Apache Groovy 2.2.0 All All All

Application Apache Groovy 2.2.0 beta_1 All All

Application Apache Groovy 2.2.0 beta_2 All All

Application Apache Groovy 2.2.0 rc1 All All

Application Apache Groovy 2.2.0 rc2 All All

Application Apache Groovy 2.2.0 rc3 All All

Application Apache Groovy 2.2.1 All All All

Application Apache Groovy 2.2.2 All All All

Application Apache Groovy 2.3.0 All All All

Application Apache Groovy 2.3.0 beta_1 All All

Application Apache Groovy 2.3.0 beta_2 All All

Application Apache Groovy 2.3.0 rc1 All All

Application Apache Groovy 2.3.0 rc2 All All

Application Apache Groovy 2.3.0 rc3 All All

Application Apache Groovy 2.3.1 All All All

Application Apache Groovy 2.3.10 All All All

Application Apache Groovy 2.3.11 All All All

Application Apache Groovy 2.3.2 All All All

Application Apache Groovy 2.3.3 All All All

Application Apache Groovy 2.3.4 All All All

Application Apache Groovy 2.3.5 All All All

Application Apache Groovy 2.3.6 All All All

Application Apache Groovy 2.3.7 All All All
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Application Apache Groovy 2.3.7 All All All

Application Apache Groovy 2.3.8 All All All

Application Apache Groovy 2.3.9 All All All

Application Apache Groovy 2.4.0 All All All

Application Apache Groovy 2.4.0 beta_1 All All

Application Apache Groovy 2.4.0 beta_2 All All

Application Apache Groovy 2.4.0 beta_3 All All

Application Apache Groovy 2.4.0 beta_4 All All

Application Apache Groovy 2.4.0 rc1 All All

Application Apache Groovy 2.4.0 rc2 All All

Application Apache Groovy 2.4.1 All All All

Application Apache Groovy 2.4.2 All All All

Application Apache Groovy 2.4.3 All All All

Application Oracle Health Sciences Clinical Development Center 3.1.1 All All All

Application Oracle Health Sciences Clinical Development Center 3.1.2 All All All

Application Oracle Health Sciences Clinical Development Center 3.1.1 All All All

Application Oracle Health Sciences Clinical Development Center 3.1.2 All All All

Application Oracle Retail Order Broker Cloud Service 15.0 All All All

Application Oracle Retail Order Broker Cloud Service 4.1 All All All

Application Oracle Retail Order Broker Cloud Service 5.1 All All All

Application Oracle Retail Order Broker Cloud Service 5.2 All All All

Application Oracle Retail Order Broker Cloud Service 15.0 All All All

Application Oracle Retail Order Broker Cloud Service 4.1 All All All

Application Oracle Retail Order Broker Cloud Service 5.1 All All All

Application Oracle Retail Order Broker Cloud Service 5.2 All All All

Application Oracle Retail Service Backbone 13.0 All All All

Application Oracle Retail Service Backbone 13.1 All All All

Application Oracle Retail Service Backbone 13.2 All All All

Application Oracle Retail Service Backbone 14.0 All All All

Application Oracle Retail Service Backbone 14.1 All All All

Application Oracle Retail Service Backbone 15.0 All All All

Application Oracle Retail Service Backbone 13.0 All All All

Application Oracle Retail Service Backbone 13.1 All All All

Application Oracle Retail Service Backbone 13.2 All All All

Application Oracle Retail Service Backbone 14.0 All All All

Application Oracle Retail Service Backbone 14.1 All All All
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Application Oracle Retail Service Backbone 15.0 All All All

Application Oracle Retail Store Inventory Management 13.2 All All All

Application Oracle Retail Store Inventory Management 14.0 All All All

Application Oracle Retail Store Inventory Management 14.1 All All All

Application Oracle Retail Store Inventory Management 13.2 All All All

Application Oracle Retail Store Inventory Management 14.0 All All All

Application Oracle Retail Store Inventory Management 14.1 All All All

Application Oracle Webcenter Sites 11.1.1.8.0 All All All

Application Oracle Webcenter Sites 12.2.1 All All All

Application Oracle Webcenter Sites 11.1.1.8.0 All All All

Application Oracle Webcenter Sites 12.2.1 All All All
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