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Summary

CVE CVE-2015-3259

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2015-07-16 14:59:00 UTC

Updated 2018-10-30 16:26:00 UTC

Description Stack-based buffer overflow in the xl command line utility in Xen 4.1.x through 4.5.x allows local guest administrators to gain privileges via a long configuration argument.

Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Xen Xen 4.1.0 All All All

Operating System Xen Xen 4.1.1 All All All

Operating System Xen Xen 4.1.2 All All All

Operating System Xen Xen 4.1.3 All All All

Operating System Xen Xen 4.1.4 All All All

Operating System Xen Xen 4.1.5 All All All

Operating System Xen Xen 4.1.6.1 All All All

Operating System Xen Xen 4.2.0 All All All

Operating System Xen Xen 4.2.1 All All All

Operating System Xen Xen 4.2.2 All All All

Operating System Xen Xen 4.2.3 All All All

Operating System Xen Xen 4.3.0 All All All

Operating System Xen Xen 4.3.1 All All All

Operating System Xen Xen 4.3.4 All All All

Operating System Xen Xen 4.4.0 All All All

Operating System Xen Xen 4.4.0 rc1 All All

Operating System Xen Xen 4.4.1 All All All
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Operating System Xen Xen 4.4.1 All All All

Operating System Xen Xen 4.4.2 All All All

Operating System Xen Xen 4.5.0 All All All

Operating System Xen Xen 4.1.0 All All All

Operating System Xen Xen 4.1.1 All All All

Operating System Xen Xen 4.1.2 All All All

Operating System Xen Xen 4.1.3 All All All

Operating System Xen Xen 4.1.4 All All All

Operating System Xen Xen 4.1.5 All All All

Operating System Xen Xen 4.1.6.1 All All All

Operating System Xen Xen 4.2.0 All All All

Operating System Xen Xen 4.2.1 All All All

Operating System Xen Xen 4.2.2 All All All

Operating System Xen Xen 4.2.3 All All All

Operating System Xen Xen 4.3.0 All All All

Operating System Xen Xen 4.3.1 All All All

Operating System Xen Xen 4.3.4 All All All

Operating System Xen Xen 4.4.0 All All All

Operating System Xen Xen 4.4.0 rc1 All All

Operating System Xen Xen 4.4.1 All All All

Operating System Xen Xen 4.4.2 All All All

Operating System Xen Xen 4.5.0 All All All

References

Reference

XSA-137 - Xen Security Advisories

[security-announce] SUSE-SU-2015:1302-1: important: Security update for

Debian -- Security Information -- DSA-3414-1 xen

Xen Buffer Overflow in 'xl' Command Line Lets Local Guest System Users Gain Privileges on the Host System in Certain Cases - SecurityTracker

Xen CVE-2015-3259 Stack Buffer Overflow Vulnerability

Xen: Multiple vulnerabilities (GLSA 201604-03) — Gentoo Security

[security-announce] SUSE-SU-2015:1299-1: important: Security update for

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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