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CVE-2015-3293

Source: Mitre Source: NIST CVE.ORG Print: PDF %5
AVNACLAUSCRINAN Certain versions of Fortimail from Fortinet contain the following
’ vulnerability:

FortiMail 5.0.3 through 5.2.3 allows remote administrators to obtain
credentials via the "diag debug application httpd" command.

CVE-2015-3293 has been assigned by [ cve@mitre.org to track the vulnerability

CVSS2 Score: ~4-MEDIUM

Access Access Authentication
Vector Complexity

Low

Confidentiality Integrity Availability
Impact Impact Impact

[ NONE | [ NONE |
CVE References

Description Tags Link

Fortinet FortiMail HTTP Debug Command Lets Remote Authenticated () SECTRACK 1032185
Administrators Obtain User Passwords - Security Tracker

FortiGuard.com | Http debug commands in FortiMail exposes users ® CONFIRM
credentials to admins www.fortiguard.com/advisory/FG-
IR-15-009/

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE
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Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Fortinet Fortimail 5.0.3 All All All
Application Fortinet Fortimail 5.04 All All All
Application Fortinet Fortimail 5.0.5 All All All
Application Fortinet Fortimail 5.0.6 All All All
Application Fortinet Fortimail 5.0.7 All All All
Application Fortinet Fortimail 5.1 All All All
Application Fortinet Fortimail 5.1.1 All All All
Application Fortinet Fortimail 5.1.2 All All All
Application Fortinet Fortimail 51.3 All All All
Application Fortinet Fortimail 5.1.4 All All All
Application Fortinet Fortimail 5.2 All All All
Application Fortinet Fortimail 5.2.1 All All All
Application Fortinet Fortimail 5.2.2 All All All
Application Fortinet Fortimail 523 All All All
Application Fortinet Fortimail 5.0.3 All All All
Application Fortinet Fortimail 5.04 All All All
Application Fortinet Fortimail 5.0.5 All All All
Application Fortinet Fortimail 5.0.6 All All All
Application Fortinet Fortimail 5.0.7 All All All
Application Fortinet Fortimail 5.1 All All All
Application Fortinet Fortimail 5.1.1 All All All
Application Fortinet Fortimail 51.2 All All All
Application Fortinet Fortimail 5.1.3 All All All
Application Fortinet Fortimail 51.4 All All All
Application Fortinet Fortimail 5.2 All All All
Application Fortinet Fortimail 5.21 All All All
Application Fortinet Fortimail 5.2.2 All All All
Application Fortinet Fortimail 523 All All All

cpe:2.3:a:fortinet:fortimail:5.0.3: " :*:

cpe:2.3:a:fortinet:fortimail:5.0.4:***:* 7 :*:
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cpe:2.3:a:fortinet:fortimail:5.0.6:*:*:*:**:*:*:
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dk Lk ak Lk akakak.
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No vendor comments have been submitted for this CVE
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site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.
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