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Source Priority CVE Program / NVD first with legacy fallback
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Updated 2021-05-26 20:15:00 UTC
Description

/

The mod_copy module in ProFTPD 1.3.5 allows remote attackers to read and write to arbitrary files via the site cpfr and site

| 1|

Risk And Classification

Problem Types: CWE-284

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version
Application Proftpd Proftpd 1.3.5
Application Proftpd Proftpd 1.3.5

Update
All

All

Edition Language
All All
All All

References

Reference

ProFTPd 1.3.5 Remote Command Execution ~ Packet Storm

ProFTPd CPFR / CPTO Proof Of Concept = Packet Storm
CVE-2015-3306 ProFTPD 1.3.5 Mod_Copy Command Execution | Rapid7
ProFTPd 1.3.5 File Copy =~ Packet Storm

Debian -- Security Information -- DSA-3263-1 proftpd-dfsg

[SECURITY] Fedora 21 Update: proftpd-1.3.5-5.fc21

ProFTPd 1.3.5 - 'mod_copy' Remote Command Execution - Linux remote Exploit
[SECURITY] Fedora 20 Update: proftpd-1.3.4e-3.fc20
openSUSE-SU-2015:1031-1: moderate: Security update for proftpd
ProFTPD 1.3.5 Mod_Copy Command Execution ~ Packet Storm
[SECURITY] Fedora 22 Update: proftpd-1.3.5-6.fc22

ProFTPD CVE-2015-3306 Information Disclosure Vulnerabilities

Source

MISC

MISC

MISC

MISC

DEBIAN

FEDORA

EXPLOIT-DB

FEDORA

SUSE

MISC

FEDORA

BID

Link Tags
packetstormsecurity.com
packetstormsecurity.com
www.rapid7.com
packetstormsecurity.com
www.debian.org
lists.fedoraproject.org
www.exploit-db.com Exploit
lists.fedoraproject.org
lists.opensuse.org
packetstormsecurity.com

lists.fedoraproject.org

www.securityfocus.com


https://cve.report/
https://cve.report/CVE-2015-3306/mitre
https://cve.report/CVE-2015-3306/nist
https://cve.report/CVE-2015-3306/cve_org
https://cve.report/api/cve/CVE-2015-3306.json
https://cve.report/CVE-2015-3306.pdf
http://cve.report/vendor/proftpd
http://cve.report/software/proftpd/proftpd
http://cve.report/vendor/proftpd
http://cve.report/software/proftpd/proftpd
http://packetstormsecurity.com/files/162777/ProFTPd-1.3.5-Remote-Command-Execution.html
http://packetstormsecurity.com/files/131567/ProFTPd-CPFR-CPTO-Proof-Of-Concept.html
http://www.rapid7.com/db/modules/exploit/unix/ftp/proftpd_modcopy_exec
http://packetstormsecurity.com/files/131505/ProFTPd-1.3.5-File-Copy.html
http://www.debian.org/security/2015/dsa-3263
http://lists.fedoraproject.org/pipermail/package-announce/2015-May/157581.html
https://www.exploit-db.com/exploits/36803/
http://lists.fedoraproject.org/pipermail/package-announce/2015-May/157054.html
http://lists.opensuse.org/opensuse-updates/2015-06/msg00020.html
http://packetstormsecurity.com/files/132218/ProFTPD-1.3.5-Mod_Copy-Command-Execution.html
http://lists.fedoraproject.org/pipermail/package-announce/2015-May/157053.html
http://www.securityfocus.com/bid/74238

ProFTPd 1.3.5 - File Copy EXPLOIT-DB  www.exploit-db.com Exploit

ProFTPd 1.3.5 Remote Command Execution = Packet Storm MISC packetstormsecurity.com
CVE Program record CVE.ORG WWWw.cve.org canonical
NVD vulnerability detail NVD nvd.nist.gov canonical, ana
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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