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Summary

CVE CVE-2015-3326

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2015-05-14 00:59:00 UTC

Updated 2017-01-03 03:00:00 UTC

Description Trend Micro ScanMail for Microsoft Exchange (SMEX) 10.2 before Hot Fix Build 3318 and 11.0 before Hot Fix Build 4180 creates session IDs for the web console using a random number generator with predictable values, which makes it easier for remote attackers to bypass authentication via a brute force attack.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Trend Micro Scanmail 10.2 All All All

Application Trend Micro Scanmail 11.0 All All All

Application Trend Micro Scanmail 10.2 All All All

Application Trend Micro Scanmail 11.0 All All All

References

Reference Source

Session ID is vulnerable to remote attacker - ScanMail for Exchange CONFIRM

Trend Micro ScanMail for Microsoft Exchange Weak Session ID Generation Lets Remote Users Hijack Sessions - SecurityTracker SECTRACK

Trend Micro ScanMail for Microsoft Exchange Predictable Random Number Generator Weakness BID

malerisch.net: TrendMicro ScanMail for Microsoft Exchange (SMEX) predictable session token - CVE-2015-3326 MISC

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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