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Summary

CVE CVE-2015-3334

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2015-04-19 10:59:00 UTC

Updated 2018-10-30 16:27:00 UTC

Description browser/ui/website_settings/website_settings.cc in Google Chrome before 42.0.2311.90 does not always display "Media: Allowed by you" in a Permissions table after the user has granted camera permission to a web site, which might make it easier for user-assisted remote attackers to obtain sensitive video data from a device's physical environment via a crafted web site that turns on the camera at a time when the user believes that camera access is prohibited.

Risk And Classification

Problem Types: CWE-17

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Debian Debian Linux 7.0 All All All

Operating System Debian Debian Linux 8.0 All All All

Operating System Debian Debian Linux 7.0 All All All

Operating System Debian Debian Linux 8.0 All All All

Application Google Chrome All All All All

Operating System Opensuse Opensuse 13.1 All All All

Operating System Opensuse Opensuse 13.2 All All All

Operating System Opensuse Opensuse 13.1 All All All

Operating System Opensuse Opensuse 13.2 All All All

References

Reference Source Link Tags

Debian -- Security Information -- DSA-3238-1 chromium-browser DEBIAN www.debian.org Third Party Advisory

Google Chrome CVE-2015-3334 Information Disclosure Vulnerability BID www.securityfocus.com Third Party Advisory, VDB Entry

433170 - chromium - An open-source project to help move the web forward. - Monorail CONFIRM code.google.com Exploit, Vendor Advisory

openSUSE-SU-2015:0748-1: moderate: Security update for Chromium SUSE lists.opensuse.org Third Party Advisory

Chrome Releases: Stable Channel Update CONFIRM googlechromereleases.blogspot.com Release Notes, Vendor Advisory
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CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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