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The msrle_decode_pal4 function in msrledec.c in Libav before 10.7 and 11.x before 11.4 and FFmpeg before 2.0.7, 2.2.x b

| 1|

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type

Operating System
Operating System
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Canonical Ubuntu Linux 12.04 All All All
Canonical Ubuntu Linux 12.04 All All All
Ffmpeg Ffmpeg 2.0.6 All All All
Ffmpeg Ffmpeg 2.2.0 All All All
Ffmpeg Ffmpeg 2.2.1 All All All
Ffmpeg Ffmpeg 2.2.10 All All All
Ffmpeg Ffmpeg 2.2.11 All All All
Ffmpeg Ffmpeg 2212 All All All
Ffmpeg Ffmpeg 2213 All All All
Ffmpeg Ffmpeg 2.2.14 All All All
Ffmpeg Ffmpeg 222 All All All
Ffmpeg Ffmpeg 2.2.3 All All All
Ffmpeg Ffmpeg 224 All All All
Ffmpeg Ffmpeg 2.2.5 All All All
Ffmpeg Ffmpeg 2.2.6 All All All
Ffmpeg Ffmpeg 2.2.7 All All All
Ffmpeg Ffmpeg 228 All All All
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Application Ffmpeg Ffmpeg 242 All All All
Application Ffmpeg Ffmpeg 243 All All All
Application Ffmpeg Ffmpeg 2.4.4 All All All
Application Ffmpeg Ffmpeg 2.4.5 All All All
Application Ffmpeg Ffmpeg 2.4.6 All All All
Application Ffmpeg Ffmpeg 2.4.7 All All All
Application Ffmpeg Ffmpeg 2.5.0 All All All
Application Ffmpeg Ffmpeg 2.5.1 All All All
Application Ffmpeg Ffmpeg 25.2 All All All
Application Ffmpeg Ffmpeg 253 All All All
Application Ffmpeg Ffmpeg 254 All All All
Application Ffmpeg Ffmpeg 255 All All All
Application Ffmpeg Ffmpeg 2.6.0 All All All
Application Ffmpeg Ffmpeg 2.6.1 All All All
Application Libav Libav 11.0 All All All
Application Libav Libav 11.1 All All All
Application Libav Libav 11.2 All All All
Application Libav Libav 11.3 All All All
Application Libav Libav 11.0 All All All
Application Libav Libav 11.1 All All All
Application Libav Libav 11.2 All All All
Application Libav Libav 11.3 All All All
Application Libav Libav All All All All
Reference Source Link Tags
FFmpeg 'msrledec.c’ Out of Bounds Denial of Service Vulnerability BID www.securityfocus.com
FFmpeg: Multiple vulnerabilities (GLSA 201603-06) — Gentoo Security GENTOO  security.gentoo.org

FFmpeg Security CONFIRM  www.ffmpeg.org Vendor Advisory
git.libav.org Git - libav.git/blob - Changelog git.libav.org

git.videolan.org Git - ffmpeg.git/commitdiff CONFIRM  git.videolan.org

libav: Multiple vulnerabilities (GLSA 201705-08) — Gentoo Security GENTOO  security.gentoo.org

git.libav.org Git - libav.git/blob - Changelog CONFIRM  git.libav.org Vendor Advisory
Debian -- Security Information -- DSA-3288-1 libav DEBIAN www.debian.org

git.videolan.org Git - ffmpeg.git/commitdiff git.videolan.org

USN-2944-1: Libav vulnerabilities | Ubuntu UBUNTU www.ubuntu.com
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CVE Program record CVE.ORG  www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

710503 Gentoo Linux libav Multiple Vulnerabilities (GLSA 201705-08)
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