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ntp-keygen in ntp 4.2.8px before 4.2.8p2-RC2 and 4.3.x before 4.3.12 does not generate MD5 keys with sufficient entropy ¢
| i

Risk And Classification

Problem Types: CWE-331

NVD Known Affected Configurations (CPE 2.3)

Type

Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Debian Debian Linux 7.0 All All All
Debian Debian Linux 8.0 All All All
Debian Debian Linux 7.0 All All All
Debian Debian Linux 8.0 All All All
Fedoraproject Fedora 21 All All All
Fedoraproject Fedora 21 All All All
Ntp Ntp 428 p1 All All
Ntp Ntp 4.2.8 p2 All All
Ntp Ntp 428 p2-rci All All
Ntp Ntp 4.3.0 All All All
Ntp Ntp 4.3.1 All All All
Ntp Ntp 4.3.10 All All All
Ntp Ntp 4.3.11 All All All
Ntp Ntp 43.2 All All All
Ntp Ntp 433 All All All
Ntp Ntp 4.3.4 All All All
Ntp Ntp 435 All All All
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Operating System Redhat Enterprise Linux Workstation 6.0 All
Operating System Redhat Enterprise Linux Workstation 6.0 All
Operating System Suse Suse Linux Enterprise Server 11.0 sp3
Operating System Suse Suse Linux Enterprise Server 11.0 sp3

All All
All All
All All
All All

References

Reference

Bug 2797 — ntp-keygen trapped in endless loop for MD5 keys on big-endian machines

access.redhat.com | CVE-2015-3405

[SECURITY] Fedora 21 Update: ntp-4.2.6p5-30.fc21

Red Hat Customer Portal

Debian -- Security Information -- DSA-3388-1 ntp

[security-announce] SUSE-SU-2015:1173-1: important: Security update for

Red Hat Customer Portal

Document Display | HPE Support Center

All diffs for ChangeSet 1.3308.4.1

Bug 1210324 — CVE-2015-3405 ntp: ntp-keygen may generate non-random symmetric keys on big-endian systems
Red Hat Customer Portal

oss-security - Re: CVE request: ntp-keygen may generate non-random symmetric keys on big-endian systems
Oracle Linux Bulletin - October 2015

Red Hat Customer Portal

NTP 'ntp-keygen.c' Predictable Random Number Generator Weakness

Oracle Solaris Third Party Bulletin - April 2015

Debian -- Security Information -- DSA-3223-1 ntp
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No vendor comments have been submitted for this CVE.
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