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Summary

CVE CVE-2015-3406

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-11-29 21:15:00 UTC

Updated 2019-12-16 19:48:00 UTC

Description The PGP signature parsing in Module::Signature before 0.74 allows remote attackers to cause the unsigned portion of a SIGNATURE file to be treated as the signed portion via unspecified vectors.

Risk And Classification

Problem Types: CWE-681

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Canonical Ubuntu Linux 12.04 All All All

Operating System Canonical Ubuntu Linux 14.04 All All All

Operating System Canonical Ubuntu Linux 14.10 All All All

Operating System Canonical Ubuntu Linux 15.04 All All All

Operating System Canonical Ubuntu Linux 12.04 All All All

Operating System Canonical Ubuntu Linux 14.04 All All All

Operating System Canonical Ubuntu Linux 14.10 All All All

Operating System Canonical Ubuntu Linux 15.04 All All All

Application Module-signature Project Module-signature All All All All

Application Module-signature Project Module-signature All All All All

References

Reference Source Link Tags

oss-security - Re: CVE request: Module::Signature before 0.75 - multiple vulnerabilities MISC www.openwall.com Mailing List, Patch, Third Party Advisory

USN-2607-1: Module::Signature vulnerabilities | Ubuntu MISC ubuntu.com Patch, Release Notes, Third Party Advisory

oss-security - CVE request: Module::Signature before 0.75 - multiple vulnerabilities MISC www.openwall.com Mailing List, Patch, Third Party Advisory

Changes - metacpan.org MISC metacpan.org Release Notes, Vendor Advisory
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* Fix issues reported by John Lightsey · audreyt/module-signature@8a91645 · GitHub MISC github.com Patch, Third Party Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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