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CVE CVE-2015-3408
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2015-05-19 18:59:00 UTC
Updated 2017-11-04 01:29:00 UTC
Description Module::Signature before 0.74 allows remote attackers to execute arbitrary shell commands via a crafted SIGNATURE file '
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Risk And Classification

Problem Types: CWE-77

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Canonical Ubuntu Linux 12.04 All All All

Operating System Canonical Ubuntu Linux 14.04 All All All

Operating System Canonical Ubuntu Linux 14.10 All All All

Operating System Canonical Ubuntu Linux 15.04 All All All

Operating System Canonical Ubuntu Linux 12.04 All All All

Operating System Canonical Ubuntu Linux 14.04 All All All

Operating System Canonical Ubuntu Linux 14.10 All All All

Operating System Canonical Ubuntu Linux 15.04 All All All

Application Module-signature Project Module-signature All All All All
References

Reference Source Link Tags

oss-security - Re: CVE request: Module::Signature before 0.75 - multiple vulnerabilites  MLIST www.openwall.com

Debian -- Security Information -- DSA-3261-1 libmodule-signature-perl DEBIAN www.debian.org

Changes - metacpan.org CONFIRM metacpan.org

oss-security - CVE request: Module::Signature before 0.75 - multiple vulnerabilities MLIST www.openwall.com

* Fix issues reported by John Lightsey - audreyt/module-signature@8a91645 - GitHub CONFIRM  github.com
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USN-2607-1: Module::Signature vulnerabilities | Ubuntu UBUNTU  ubuntu.com
CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analy:
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

43837 HPE Comware 5 And Comware 7 Switches And Routers using NTP, Remote Denial Of Service (HPESBHF03886)
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