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PHP before 5.4.40, 5.5.x before 5.5.24, and 5.6.x before 5.6.8 does not ensure that pathnames lack %00 sequences, whict
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Application Php Php 5.5.6 All All All
Application Php Php 5.5.7 All All All
Application Php Php 55.8 All All All
Application Php Php 5.5.9 All All All
Application Php Php 5.6.0 All All All
Application Php Php 5.6.1 All All All
Application Php Php 5.6.2 All All All
Application Php Php 5.6.3 All All All
Application Php Php 5.6.4 All All All
Application Php Php 5.6.5 All All All
Application Php Php 5.6.6 All All All
Application Php Php 5.6.7 All All All
Application Php Php All All All All
Operating System Redhat Enterprise Linux 6.0 All All All
Operating System Redhat Enterprise Linux 7.0 All All All
Operating System Redhat Enterprise Linux 6.0 All All All
Operating System Redhat Enterprise Linux 7.0 All All All
Operating System Redhat Enterprise Linux Desktop 7.0 All All All
Operating System Redhat Enterprise Linux Desktop 7.0 All All All
Operating System Redhat Enterprise Linux Hpc Node 7.0 All All All
Operating System Redhat Enterprise Linux Hpc Node 7.0 All All All
Operating System Redhat Enterprise Linux Hpc Node Eus 71 All All All
Operating System Redhat Enterprise Linux Hpc Node Eus 71 All All All
Operating System Redhat Enterprise Linux Server 7.0 All All All
Operating System Redhat Enterprise Linux Server 7.0 All All All
Operating System Redhat Enterprise Linux Server Eus 71 All All All
Operating System Redhat Enterprise Linux Server Eus 71 All All All
Operating System Redhat Enterprise Linux Workstation 7.0 All All All
Operating System Redhat Enterprise Linux Workstation 7.0 All All All
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PHP CVE-2015-3411 Null Character Security Bypass Vulnerability BID www.securityfocus.com
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Red Hat Customer Portal REDHAT rhn.redhat.com

PHP :: Sec Bug #69353 :: Missing null byte checks for paths in various PHP extensions CONFIRM bugs.php.net
Oracle Linux Bulletin - January 2016 CONFIRM www.oracle.com
208.43.231.11 Git - php-src.git/commit git.php.net

PHP Multiple Bugs Let Remote Users Deny Service and Execute Arbitrary Code - SecurityTracker SECTRACK www.securitytracker.com

PHP: PHP 5 Changelog CONFIRM php.net
Red Hat Customer Portal REDHAT rhn.redhat.com
CVE Program record CVE.ORG WWW.Cve.org

NVD vulnerability detail NVD nvd.nist.gov

/

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

753501 SUSE Enterprise Linux Security Update for php74 (SUSE-SU-2023:0072-1)
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