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Description

/

CVE-2015-3412

PUBLIC

cve@mitre.org

MITRE

VE-201

NVD

CVE.ORG

CVE Program / NVD first with legacy fallback

2016-05-16 10:59:00 UTC

2023-11-07 02:25:00 UTC

-3412

JSON API

Print: PDF 1)

PHP before 5.4.40, 5.5.x before 5.5.24, and 5.6.x before 5.6.8 does not ensure that pathnames lack %00 sequences, whict

Risk And Classification

1|

Problem Types: CWE-200 | CWE-254

NVD Known Affected Configurations (CPE 2.3)
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Application Php Php 5.5.6 All All All
Application Php Php 5.5.7 All All All
Application Php Php 55.8 All All All
Application Php Php 5.5.9 All All All
Application Php Php 5.6.0 All All All
Application Php Php 5.6.1 All All All
Application Php Php 5.6.2 All All All
Application Php Php 5.6.3 All All All
Application Php Php 5.6.4 All All All
Application Php Php 5.6.5 All All All
Application Php Php 5.6.6 All All All
Application Php Php 5.6.7 All All All
Application Php Php All All All All
Operating System Redhat Enterprise Linux 6.0 All All All
Operating System Redhat Enterprise Linux 7.0 All All All
Operating System Redhat Enterprise Linux 6.0 All All All
Operating System Redhat Enterprise Linux 7.0 All All All
Operating System Redhat Enterprise Linux Desktop 7.0 All All All
Operating System Redhat Enterprise Linux Desktop 7.0 All All All
Operating System Redhat Enterprise Linux Hpc Node 7.0 All All All
Operating System Redhat Enterprise Linux Hpc Node 7.0 All All All
Operating System Redhat Enterprise Linux Hpc Node Eus 71 All All All
Operating System Redhat Enterprise Linux Hpc Node Eus 71 All All All
Operating System Redhat Enterprise Linux Server 7.0 All All All
Operating System Redhat Enterprise Linux Server 7.0 All All All
Operating System Redhat Enterprise Linux Server Eus 71 All All All
Operating System Redhat Enterprise Linux Server Eus 71 All All All
Operating System Redhat Enterprise Linux Workstation 7.0 All All All
Operating System Redhat Enterprise Linux Workstation 7.0 All All All
Reference Source Link

Red Hat Customer Portal REDHAT rhn.redhat.com
208.43.231.11 Git - php-src.git/commit CONFIRM git.php.net
Red Hat Customer Portal REDHAT rhn.redhat.com
Red Hat Customer Portal REDHAT rhn.redhat.com
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http://rhn.redhat.com/errata/RHSA-2015-1218.html
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PHP NULL Character CVE-2015-3412 Multiple Security Bypass Vulnerabilities BID www.securityfocus.com

PHP :: Sec Bug #69353 :: Missing null byte checks for paths in various PHP extensions CONFIRM bugs.php.net
Oracle Linux Bulletin - January 2016 CONFIRM www.oracle.com
208.43.231.11 Git - php-src.git/commit git.php.net

PHP Multiple Bugs Let Remote Users Deny Service and Execute Arbitrary Code - SecurityTracker SECTRACK www.securitytracker.com

PHP: PHP 5 Changelog CONFIRM php.net

Red Hat Customer Portal REDHAT rhn.redhat.com
CVE Program record CVE.ORG WWW.Cve.org
NVD vulnerability detail NVD nvd.nist.gov

L4 |

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.
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