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Summary

CVE CVE-2015-3448

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2015-04-29 20:59:00 UTC

Updated 2016-12-06 03:01:00 UTC

Description REST client for Ruby (aka rest-client) before 1.7.3 logs usernames and passwords, which allows local users to obtain sensitive information by reading the log.

Risk And Classification

Problem Types: CWE-200

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Rest-client Project Rest-client All All All All

References

Reference Source Link Tags

117461 OSVDB www.osvdb.org

RubyGems rest-client CVE-2015-3448 Local Information Disclosure Vulnerability BID www.securityfocus.com

Is there a way to hide the password in the log? · Issue #349 · rest-client/rest-client · GitHub CONFIRM github.com

openSUSE-SU-2015:0724-1: moderate: Security update for rubygem-rest-clie SUSE lists.opensuse.org

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

239228 Red Hat Update for Satellite 6.9 (RHSA-2021:1313)
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https://cve.report/CVE-2015-3448.pdf
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http://www.securityfocus.com/bid/74415
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https://www.cve.org/CVERecord?id=CVE-2015-3448
https://nvd.nist.gov/vuln/detail/CVE-2015-3448
http://cve.report/qid/239228
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