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PUBLIC
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CVE Program / NVD first with legacy fallback
2015-05-18 15:59:00 UTC

2019-12-27 16:08:00 UTC

Squid 3.2.x before 3.2.14, 3.3.x before 3.3.14, 3.4.x before 3.4.13, and 3.5.x before 3.5.4, when configured with client-first ¢
| |

Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type

Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Fedoraproject Fedora 22 All All All
Fedoraproject Fedora 22 All All All
Oracle Linux 7 All All All
Oracle Linux 7 All All All
Oracle Solaris 11.2 All All All
Oracle Solaris 1.2 All All All
Squid-cache Squid 3.2.0.1 All All All
Squid-cache Squid 3.2.0.10 All All All
Squid-cache Squid 3.2.0.11 All All All
Squid-cache Squid 3.2.0.12 All All All
Squid-cache Squid 3.2.0.13 All All All
Squid-cache Squid 3.2.0.14 All All All
Squid-cache Squid 3.2.0.15 All All All
Squid-cache Squid 3.2.0.16 All All All
Squid-cache Squid 3.2.0.17 All All All
Squid-cache Squid 3.2.0.18 All All All
Squid-cache Squid 3.2.0.19 All All All
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Application Squid-cache Squid 3.3.8 All All All
Application Squid-cache Squid 3.3.9 All All All
Application Squid-cache Squid 3.4.0.1 All All All
Application Squid-cache Squid 3.4.0.2 All All All
Application Squid-cache Squid 3.4.0.3 All All All
Application Squid-cache Squid 3.41 All All All
Application Squid-cache Squid 3.4.10 All All All
Application Squid-cache Squid 3.4.11 All All All
Application Squid-cache Squid 3.4.12 All All All
Application Squid-cache Squid 342 All All All
Application Squid-cache Squid 3.4.3 All All All
Application Squid-cache Squid 3.4.4 All All All
Application Squid-cache Squid 3.4.5 All All All
Application Squid-cache Squid 3.4.6 All All All
Application Squid-cache Squid 3.4.7 All All All
Application Squid-cache Squid 3.4.8 All All All
Application Squid-cache Squid 3.4.9 All All All
Application Squid-cache Squid 3.5.0.1 All All All
Application Squid-cache Squid 3.5.0.2 All All All
Application Squid-cache Squid 3.5.0.3 All All All
Application Squid-cache Squid 3.5.0.4 All All All
Application Squid-cache Squid 3.5.1 All All All
Application Squid-cache Squid 352 All All All
Reference Source
[SECURITY] Fedora 22 Update: libecap-1.0.0-1.fc22 FEDORA

Squid SSL-Bump Certificate Validation Flaw Lets Remote Servers Bypass Client-side Certificate Validation - SecurityTracker SECTRACK

Support / Security / Advisories / / MDVSA-2015:230 | Mandriva MANDRIVA
Mageia Advisory: MGASA-2015-0191 - Updated squid packages fix CVE-2015-3455 CONFIRM
Oracle Solaris Third Party Bulletin - July 2015 CONFIRM
www.squid-cache.org/Advisories/SQUID-2015_1.txt CONFIRM
openSUSE-SU-2015:1546-1: moderate: Security update for squid SUSE
Oracle Linux Bulletin - October 2015 CONFIRM

Red Hat Customer Portal REDHAT
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openSUSE-SU-2016:2081-1: moderate: Security update for squid SUSE
CVE Program record CVE.ORG
NVD vulnerability detail NVD

4] | 1!

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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