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CVE CVE-2015-3630
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2015-05-18 15:59:00 UTC
Updated 2023-11-07 02:25:00 UTC
Description Docker Engine before 1.6.1 uses weak permissions for (1) /proc/asound, (2) /proc/timer_stats, (3) /proc/latency_stats, and {

/ |

1|

Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Docker Docker All All All All
Reference Source Link Tags
openSUSE-SU-2015:0905-1: moderate: Security update for docker SUSE lists.opensuse.org

Google Grupper groups.google.com

Full Disclosure: Docker 1.6.1 - Security Advisory [150507] FULLDISC  seclists.org

Docker Privilege Escalation / Information Disclosure ~ Packet Storm MISC packetstormsecurity.com

Docker CVE-2015-3630 Multiple Security Bypass Vulnerabilities BID www.securityfocus.com

Google Grupper CONFIRM  groups.google.com

CVE Program record CVE.ORG  www.cve.org canonical
NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

900005 CBL-Mariner Linux Security Update for moby-buildx 0.4.1
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http://seclists.org/fulldisclosure/2015/May/28
http://packetstormsecurity.com/files/131835/Docker-Privilege-Escalation-Information-Disclosure.html
http://www.securityfocus.com/bid/74566
https://groups.google.com/forum/#!searchin/docker-user/1.6.1/docker-user/47GZrihtr-4/nwgeOOFLexIJ
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903205 Common Base Linux Mariner (CBL-Mariner) Security Update for moby-buildx (4417)
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