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Stunnel 5.00 through 5.13, when using the redirect option, does not redirect client connections to the expected server after
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Risk And Classification

Problem Types: CWE-284

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Stunnel Stunnel 5.00 All All All
Stunnel Stunnel 5.01 All All All
Stunnel Stunnel 5.02 All All All
Stunnel Stunnel 5.08 All All All
Stunnel Stunnel 5.04 All All All
Stunnel Stunnel 5.05 All All All
Stunnel Stunnel 5.06 All All All
Stunnel Stunnel 5.07 All All All
Stunnel Stunnel 5.08 All All All
Stunnel Stunnel 5.09 All All All
Stunnel Stunnel 5.10 All All All
Stunnel Stunnel 5.11 All All All
Stunnel Stunnel 5.12 All All All
Stunnel Stunnel 5.13 All All All
Stunnel Stunnel 5.00 All All All
Stunnel Stunnel 5.01 All All All
Stunnel Stunnel 5.02 All All All
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Application Stunnel Stunnel 5.03 All All All

Application Stunnel Stunnel 5.04 All All All

Application Stunnel Stunnel 5.05 All All All

Application Stunnel Stunnel 5.06 All All All

Application Stunnel Stunnel 5.07 All All All

Application Stunnel Stunnel 5.08 All All All

Application Stunnel Stunnel 5.09 All All All

Application Stunnel Stunnel 5.10 All All All

Application Stunnel Stunnel 5.11 All All All

Application Stunnel Stunnel 5.12 All All All

Application Stunnel Stunnel 5.13 All All All

Reference Source Link
Stunnel CVE-2015-3644 Authentication Bypass Vulnerability BID WWW.Secl
Debian -- Security Information -- DSA-3299-1 stunnel4 DEBIAN www.debi
stunnel: CVE-2015-3644 CONFIRM  www.stun

Stunnel Redirect Option Connection Forwarding Flaw Lets Remote Users Bypass Authentication - SecurityTracker SECTRACK www.secl
CVE Program record CVE.ORG www.cve.

NVD vulnerability detail NVD nvd.nist.g
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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