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Summary

CVE CVE-2015-3646

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2015-05-12 19:59:00 UTC

Updated 2020-06-02 19:04:00 UTC

Description OpenStack Identity (Keystone) before 2014.1.5 and 2014.2.x before 2014.2.4 logs the backend_argument configuration option content, which allows remote authenticated users to obtain passwords and other sensitive backend information by reading the Keystone logs.

Risk And Classification

Problem Types: CWE-200

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Openstack Keystone All All All All

Application Openstack Keystone All All All All

Operating System Oracle Solaris 11.2 All All All

Operating System Oracle Solaris 11.2 All All All

References

Reference

OpenStack Keystone CVE-2015-3646 Information Disclosure Vulnerability

OpenStack Open Source Cloud Computing Software » Message: [openstack-announce] [OSSA 2015-008] Potential Keystone cache backend password leak in log (CVE-2015-3646)

Bug #1443598 “[OSSA 2015-008] backend_argument containing a pass...” : Bugs : Keystone

Oracle Solaris Third Party Bulletin - April 2015

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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