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Summary

CVE CVE-2015-3693

State PUBLIC

Assigner product-security@apple.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2015-07-03 01:59:00 UTC

Updated 2016-12-06 03:01:00 UTC

Description Apple Mac EFI before 2015-001, as used in OS X before 10.10.4 and other products, does not properly set refresh rates for DDR3 RAM, which might make it easier for remote attackers to conduct row-hammer attacks, and consequently gain privileges or cause a denial of service (memory corruption), by triggering certain patterns of access to memory locations.

Risk And Classification

Problem Types: CWE-254

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Apple Mac Os X All All All All

References

Reference Source Link

About the security content of OS X Yosemite v10.10.4 and Security Update 2015-005 - Apple Support CONFIRM support.apple.com

APPLE-SA-2015-06-30-2 OS X Yosemite v10.10.4 and Security Update 2015-005 APPLE lists.apple.com

Apple OS X DRAM "Rowhammer" Memory Bit Flipping Flaw Lets Local Users Gain Root Privileges - SecurityTracker SECTRACK www.securitytracker.com

Malformed Request BID www.securityfocus.com

Apple OS X Firmware Write-Protection Flaw Lets Local Users Gain Elevated Privileges - SecurityTracker SECTRACK www.securitytracker.com

Project Zero: Exploiting the DRAM rowhammer bug to gain kernel privileges MISC googleprojectzero.blogspot.com

About the security content of Mac EFI Security Update 2015-001 - Apple Support CONFIRM support.apple.com

APPLE-SA-2015-06-30-3 Mac EFI Security Update 2015-001 APPLE lists.apple.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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