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Summary

CVE CVE-2015-3864

State PUBLIC

Assigner security@android.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2015-10-01 00:59:00 UTC

Updated 2017-09-16 01:29:00 UTC

Description Integer underflow in the MPEG4Extractor::parseChunk function in MPEG4Extractor.cpp in libstagefright in mediaserver in Android before 5.1.1 LMY48M allows remote attackers to execute arbitrary code via crafted MPEG-4 data, aka internal bug 23034759. 

Risk And Classification

Problem Types: CWE-189

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Google Android All All All All

References

Reference Source Link

Reflecting on Stagefright Patches › Zimperium Mobile Security Blog MISC blog.zimperium.com

Google Android 5.0 < 5.1.1 - 'Stagefright' .MP4 tx3g Integer Overflow (Metasploit) - Android remote Exploit EXPLOIT-DB www.exploit-db.com

Android libstagefright - Integer Overflow Remote Code Execution EXPLOIT-DB www.exploit-db.com

6fe85f7e15203e48df2cc3e8e1c4bc6ad49dc968 - platform/frameworks/av - Git at Google CONFIRM android.googlesource.com

CVE-2015-3864 Metasploit module now available for testing › Zimperium Mobile Security Blog MISC blog.zimperium.com

Google Android Stagefright CVE-2015-3864 Incomplete Fix Integer Overflow Vulnerability BID www.securityfocus.com

Google Android 5.0.1 - Metaphor Stagefright (ASLR Bypass) - Android remote Exploit EXPLOIT-DB www.exploit-db.com

Android Open Source Project = Details MLIST groups.google.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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